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Tom Tat

Vao ngay 15 thang 10 nam 2025, F5, Inc. da thong b&o vé mot si ¢6 an ninh dwgc quy cho mot ké tan cong tinh vi. D€ biét
thémthéng tin, vui long tham khao tai liéu KO00154696: F5 Security Incident (https://my.f5.com/manage/s/article/K000154696).
CrowdStrike d& hop tac véi F5 va céc t6 chirc khac bi nhdm muc tiéu bdi ké tn cdng nay, trién khai cac bién phap chi déng dé bao
vé khach hang clia ching téi khoi cac cudc tin cong tuong tir bang cach tan dung cac chién thuat, ki thuat va quy trinh (TTPs) clia
ké tan cong. Sy ¢6 nay nhan manh nhu cau cép thiét vé kh& nang quan sat va phat hién toan dién trén moi bé mét tan cong.

Toi c6 bi &nh hudng khong?

F5 d4 va tat c& cac |6 hdng da biét (Tham khao trong tai liéu K000156572: Quarterly Security Notification (October 2025)
(https://my.f5.com/manage/s/article/K000156572)) va khach hang nén cap nhat Ién cac phién ban nay ngay lap tirc. Mac du
CrowdsStrike khéng c6 bang chirng nao vé viéc cac thiét bi F5 bi khai thac trén dién réng, ching t6i dac biét khuy&n nghi nén thuc
hién danh gia cac bién phap kiém soat an ninh cho cac thanh phan mang va ha tang thwéng xuyén bi ké tdn céng nham muc tiéu.

Khéch hang cé thé thwc hién nhirng hanh déng nao?

¢ Dam bao cac mai trrong ndi bd va bén ngoai, bao gom céc thiét bi mang & viing bién (edge), cac may chii VMware ESXi va cac
hé théng VMware vCenter Server déu dwoc va |16i day da.

¢ Gi¢i han quyén truy cap vao management va control planes, chi cho phép cac mang quan tri duwoc chi dinh.
e CA&u hinh cac san pham cua third party dé bat ghi log va chuyén ti€p cac log dé dén Falcon NG-SIEM.

e Tan dung lgi ich tir Falcon sensor cho F5 BIG-IP clia chiing t6i bang cach tham gia Chuong trinh Truy cap S&m (Early Access
Program) va trién khai Falcon sensor |én cac thiét bi BIG-IP.

Falcon sensor cho F5 BIG-IP

CrowdStrike d& hop tac véi F5 dé phat hanh phién ban Falcon sensor hd tro cho cac thiét bi BIG-IP. Falcon Sensor cho Linux da
duoc cap nhat dé hé trg F5 TMOS, vén duoc xay dung trén nén tdng CentOS. Bang cach chay truc tiép trén cac thiét bi F5 BIG-IP,
Falcon Sensor c6 thé phéat hién cac méi de doa bang cach st dung cling mot pham vi bao pht cé s&n dung dé bao vé cac workload
Linux khac. CrowdStrike cling dang tich cuwc phat trién ndi dung phat hién méi, tap trung dac biét vao viéc lap mo hinh moi de doa
cho céc thiét bi mang.

Khach hang clia CrowdStrike nén truy cap tai liéu K000157015: Getting Started with Falcon sensor for BIG-IP
(https://my.f5.com/manage/s/article/K000157015) dé tham gia Chwong trinh Truy cap Som (Early Access Program) nham bt dau
cai dat cac sensor trén thiét bi F5 BIG-IP clia minh. Thong tin chi tiét hon vé viéc cai dat va quan ly cac Falcon Sensor cho BIG-IP
sé duwoc cung cép trong khuodn khé clia chwong trinh EAP. Vui long xem Falcon Sensor cho F5 BIG-IP VE 17.1.3va 17.5.1.3
(https://supportportal.crowdstrike.com/s/article/Falcon-Sensor-for-F5- BIG-IP-VE-17-1-3-and-17-5-1-3) dé€ biét thém thong tin.

Pham vi bao pht ctia Nén tdng CrowdStrike Falcon

Dé t6i da hda pham vi bao phii cho cac TTPs & mdi Iép ha tang, ching ta c6 thé chia nhé cac cudc tdn cong thanh mat vai khu vuc
trong tam:

Vung bién Mang (Network Edge)

Céc diém truy cap vao mang (ingress points) va cac interface quan ly cd két ndi ra ngoai internet la nhirng muc tiéu thuwong gap &
giai doan Xam nhap Ban dau (initial access). Viéc duy tri kha nang quan séat doi véi cac hoat dong dang ngd tai vung bién ciia mang
s& cung c8p cho céac doi ngli SOC mét lgi thé sém. Nén tang Falcon cung cép cac cong cu dé t6i da hoa pham vi bao pht trong khu
vUuc nay:

¢ Falcon NG-SIEM: Khach hang nén cau hinh cac thiét bi mang dé ghi log tat ca hoat dong c6 lién quan va chuyén tiép cac log
nay dén Falcon NG-SIEM. B6i v&i viéc cau hinh thiét bi F5 BIG-IP, hdy tham khao tai liéu F5 BIG-IP Data Connector | US-2
(https://falcon.us-2.crowdstrike.com/documentation/page/ob38708b/f5-big-ip-data-connector). Sau khi bat tinh nang thu
thap di¥ liéu, hay kich hoat Rule Templates phu hop duoc liét ké bén dudi.
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e Falcon sensor cho F5 BIG-IP: Khach hang hién tai c6 thé cai dat Falcon sensor truc tiép trén cac thiét bi F5 BIG-IP. Diéu nay
gilip tang cwong dang ké kha nang quan sat tir I&p hé diéu hanh, cho phép Falcon giam sat hoat déng & mirc do sdu hon so véi
viéc ghi log truyén thdng. Cac log dworc thu thap bdi NG-SIEM va kha nang quan sat tir Falcon sensor cho F5 BIG-IP nén duoc
slr dung nhw cac giai phap bo trg cho nhau.

Ha tang Hosting

K& tan cong thudng xuyén nham muc tiéu vao ha thng may ao hosting, bao gém cac on-premise hypervisors va cac management
planes trén public cloud. Viéc c6 dugc kha ndng quan sat vao cac moi trudrng nay la cuwe ky quan trong dé doi ngli phong tha co thé
truy vét dong thoi gian clia cac cudc tan cong trai dai tr hé diéu hanh dén cac may chuii vat ly bén duéi. Nén tang Falcon cung cap
kh& nang quan séat nay théng qua cac phuong phép sau:

¢ Falcon Cloud Security: Khach hang str dung Falcon Cloud Security nén tan dung cac kha néng ctia né dé phan tich trang thai
bao mat clia cloud, chii déng cting c6 hé théng phong tht clia minh. Cac Dau hiéu Tan céng Dwa trén Hanh vi (Behavioral IOAs)
dwoc trién khai dé phat hién hoat dong doc hai trén cd management plane va méi tredng runtime.

» Falcon Next-Gen SIEM (NG-SIEM): Cac hypervisor va cac ha tang hosting khac nén dwoc cdu hinh dé tao va chuyén ti€p log
dén cac bo két n6i di¥ liéu (data connectors) ciia NG-SIEM. Cac Rule Templates dwoc dé xuat bén dwéi la danh cho muc dich
nay.

Cac muc tiéu cla Lateral Movement

Ma&c du mbi cudc tdn cong thwdng mang tinh chat "duy nhat", nhwng hau hét chiing déu bao gém viéc ké tan cong di chuyén qua
cac mang khac dé thiét lap mot chd dirng virng chic hon va xac dinh cac muc tiéu c6 gia tri cao. VAn dé phirc tap nay doi hdi phai
c6 mot giadi phap da dién, két hop cac phwong phap bao mat t6t nhat nhw phong thd theo chiéu sau (defense-in-depth) va quyén
han toi thi€u (least privilege) v&i cac thanh phan sau cla nén tang Falcon:

 Falcon Insight and Prevent: Falcon sensor nén duwoc trién khai & moi noi dwgc hé trg va cac Chinh sach Ngan chan
(Prevention Policies) nén dwoc cau hinh theo cac khuyén nghj tét nhat. Cac Falcon sensor dwgc cau hinh ding cach sé ngan
chan céc cudc tan cong thong qua s két hop gitka AI/ML va phat hién dwa trén hanh vi.

* Falcon NG-SIEM: Khach hang nén ti€n hanh lap md hinh méi de doa (threat modeling) mét cach ky lwdng cho hé thng mang
clia minh dé xac dinh cac muc tiéu c6 hanh vi Lateral movement tiém &n. Bét ky hé théng ho&dc (rng dung nao tao ra dir liéu
(telemetry) c6 lién quan déu nén dwgc cau hinh dé tich hgp véi NG-SIEM. D liéu nay cé thé déng vai tro la ngudn di liéu
(telemetry) chinh hoac lam phong pht hon cho céac dit liéu tir Falcon Sensor hién cé.

Téap trung vao ké tdn cong

Mdi ké tédn cong déu s dung cac chién lwgc riéng biét va Bodi Counter Adversary Operations clia Falcon ti€p tuc dan dau trong viéc
th&u hiéu va &rng phé véi cac hanh vi cu thé clia chiing. Moi san phdm trong nén tang Falcon déu duwoc t6i wu hda dé ngén chan cac
sy cd xam nhap, tlr threat Intelligence dén cac kha nang phat hién va ngan chan tich hop.

e Pham vi Bao pht Webshell trén Linux: CrowdStrike Falcon cung cap kha nang phat hién toan dién déi véi cac webshell dwoc
str dung cho viéc xam nhap ban dau va duy tri truy cap. Kh& ndng quan sat script on-write clia Falcon gilp xac dinh hanh vi trién
khai webshell ngay khi cac script doc hai dwgc ghi vao hé thong file clia cac may bi xam nhap. Cach ti€p can nhan biét theo ngl
canh nay gilp phat hién ca cac webshell da biét va cac bién thé mai, cung cdp kha nang quan sat hoan chinh vé cac hanh dong
clia ké tan cong. Kha nang quan sat PHP nang cao gilip cling cd viéc phat hién cac webshell dva trén PHP, von thic thi dong
code do ké t&n cong cung cép bang cac ham nhu eval, assert hoic create_function, day déu la nhitng k§ thuat phé bién trong
viéc trién khai webshell. K&t hop véi cac DAu hiéu tdn céng dwa trén hanh vi (Behavioral I0As) gilip phat hién cac hanh vi
saukhai thac (vi du: tao ra cac tién trinh con dang ngo tir cac dich vu web, thirc thi cac Iénh hé thdng va thiét 1ap cac reverse
shell), Falcon mang lai kh& nang phéat hién va ngan chan theo thoi gian thue doi véi cac ki thuat xam nhap dwa trén webshell.

BRICKSTORM: Nhuw da duwgc dé cap chi tiét trong tai liéu CSA-250969 | US-2 (https://falcon.us- 2.crowdstrike.com/intelligence-
v2/reports/csa-250969), BRICKSTORM la mét backdoor da nén tang tinh vi dwgc phat trién bang ngén ngir Go. N6 thiét 1ap
quyén truy cap lau dai cho cac ké tén cong va bao gdm cac kha nang proxy SOCKS, bién cac endpoint bi xam nhap thanh cac
diém ban dap chién lwoc (pivot points). Bigu nay cho phép ké tdn céng dinh tuyén lwu long doc hai qua cac hé théng bi nhiém
trong khi van che gidu ha tang C&C ctia ching. C4c ké tdn cong da bi quan sat thay dang trién khai backdoor nay trén cac thiét
bi mang va nhitng ha tang thiéu cac céng cu phéat hién va phan (ng endpoint dién hinh. Khach hang nén dam bao réng céc di
liéu (telemetry) tir cAc muc tiéu tiém &n nay dwoc thu thap bang Falcon NG-SIEM va cac Rule Templates ¢6 lién quan da dwoc
bat.

Junction & GuestConduit: Cac implant m&i dua trén Golang, duoc ghi nhan trong tai liéu CSA-251079 | US-2
(https://falcon.us-2.crowdstrike.com/intelligence- v2/reports/csa-251079), chiing chay trén cac may chl ESXi va cac guest OS.
Céac implant nay tao ra cac dwong giao ti€p chl dong xuyén qua cac I&p ha tang bi cd 1ap. Khach hang nén tuan thi cac khuyén
nghi bdo mat cila VMware va ddm bao cac Falcon sensor dwgc cai dat trén cac guest OS.
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Phu luc: Cac Khuyén nghi vé NG-SIEM Rule Template

Khach hang mudn tan dung céac rule template duwéi day dwoc khuyén khich tham khao céac tai liéu tich hgp di liéu twong trng
vGi tlrng nha cung cdp va san pham. Cac khuyén nghj nay dwgc dwa trén mot pham vi rong I&n cac thiét bi mang va cac ky
thuat tan cong clia ké thu dwoc quan sat thdy xung quanh chiing, ch khéng dwa trén bat ky sw ¢6 cu thé nao.

¢ Okta US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/cc573d83/okta-identity-management)

* F5 BIG-IP US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/ob38708b/f5-big-ip-data-connector)
¢ VMware ESXi US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/x38607f0/vmware-esxi)

* VMware vCenter US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/ ODCPRn7E/vmware-vcenter)
* AWS CloudTrail US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/fd3bed22/aws-cloudtrail)

* Microsoft Entra ID US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/zd4ca92c/data-connector-built-for-
microsoft-entra-id)

¢ Cisco Secure Firewall ASA US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/eacOef68/cisco-secure-
firewall-asa)

¢ Fortinet FortiGate US-2 (https://falcon.us-2.crowdstrike.com/documentation/page/e001559f/fortinet-fortigate)

Enable cac phat hién dwa trén dia chi IP 10C:

D Generic - Network - IP Address I0C Match

Enable céc rule lién quan dén F5:
. F5 - BIG-IP - User Created with Root Role
. F5 - BIG-IP - SSH Login from Public IP Address by Root User
D F5 - BIG-IP - Suspicious Commands Executed by Admin User
. F5 - BIG-IP - New User Created with Admin Role
. F5 - BIG-IP - Bash Executed via Management API from Public IP
. F5 - BIG-IP - Syslog Configuration Disabled
o F5 - BIG-IP - Bash Session Established via TMSH
. F5 - BIG-IP - SSH Login from Public IP Address
. F5 - BIG-IP - New User Created with Root Role

. F5 - BIG-IP - Break Glass Account Usage

Enable céc rule lién quan dén VMware:
. VMware - vCenter - VM Created and Accessed Within Short Timeframe
. VMware - vCenter - Excessive Ul Searches in Short Period
. VMware - vCenter - WebUI Access from Loopback Address
. VMware - ESXi - Unusual File Extension in VMFS Volumes
. VMware - ESXi - Executable Permissions Applied to Files in High-Risk Directory Locations
. VMware - ESXi - Suspicious VM File Upload via SFTP with Naming Mismatch
. VMware - ESXi - Rogue VM Creation
. VMware - ESXi - vpxuser Service Account Failed Login
. VMware - ESXi - User vpxuser Login via SSH
. VMware - ESXi - Unusual vpxuser Service Account Logon Source
. VMware - ESXi - Shell Login via SSH
o VMware - ESXi - Failed Shell Login via SSH
. VMware - ESXi - New IP for SSH Login Detected

. VMware - ESXi - Potential Unauthorized VMFS Access via SFTP
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VMware - ESXi - SFTP Server Enabled
VMware - ESXi - SSH Access Enabled
VMware - ESXi - Virtual Machine Created with Recently Uploaded 1ISO

VMware - vCenter - Potential JSP Web Shell

DE biét thém thong tin vé thu thap log VMware, hdy xem CrowdStrike blog: https://www.crowdstrike.com/en-
us/blog/falcon-next-gen-siem-protects-against-vmware-vcenter-attacks/ (https://www.crowdstrike.com/en-us/blog/falcon-
next-gen-siem-protects-against-vmware-vcenter-attacks/)

Enable cac rule b6 sung lién quan dén méi de doa nay:

Cisco - ASA - Potential Successful Password Spray Attack

CrowdStrike - Identity - Short Lived Active Directory Account

Fortinet - NGFW - Potential Successful Password Spray Attack

Microsoft - Entra ID - Application/Service Principal Credentials Updated by Service Principal

Microsoft - Entra ID - Application/Service Principal Credentials Updated by User

Microsoft - Entra ID - Cross-tenant Access Settings Organization Modified

Microsoft - Entra ID - Entra Connect Account Anomalous Behaviour

Microsoft - Entra ID - Global Administrator Role Assigned

Microsoft - Entra ID - New MFA Device Operating System Observed

Microsoft - Entra ID - Potential Successful Password Spray Attack

Microsoft - Entra ID - Privileged Role Assigned to User Account in PIM as Eligible Assignment
Microsoft - Entra ID - Service Principal Granted Full Access to Exchange Web Services
Microsoft - Entra ID - Short Lived Account

Microsoft - M365 - Suspicious Graph API Search for Sensitive Mail

Okta - SSO - New Device Enrolled for User Account

Okta - SSO - Potential Successful Password Spray Attack

Okta - SSO - Short Lived Account

Enable céc rule public cloud c6 lién quan:

AWS - CloudTrail - Potential Successful Password Spray Attack

AWS - CloudTrail - AWS EC2 Startup Shell Script Change

AWS - CloudTrail - EC2 Security Group Opened To the World

AWS - CloudTrail - EC2 Tra ¢ Mirroring Detected

AWS - CloudTrail - EC2 Network Access Control List Deleted

AWS - CloudTrail - EC2 Instance Created with Permissive Security Group Rule

AWS - CloudTrail - EC2 Instance Created or Modified with Instance Metadata Service Version 1 (IMDSv1)
AWS - CloudTrail - EC2 Snapshot Attributes Change Attempted

AWS - CloudTrail - EC2 Instance Export to S3 Bucket Attempted

AWS - CloudTrail - EC2 Network ACL Entry Created or Modified To Allow Ingress on All or High Range of Open Ports
AWS - CloudTrail - EC2 Detached Volume Attached to Another Instance

AWS - CloudTrail - EC2 Instance Profile Association Modified

AWS - CloudTrail - Multiple EC2 Instances Stopped from External IP Address

AWS - CloudTrail - EC2 Security Group Anomaly Detection for Sensitive Port Access

AWS - CloudTrail - EC2 Key Pair Creation Followed by Suspicious Instance Launch

AWS - CloudTrail - Multiple EC2 Instances Launched from an EC2 Instance
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AWS - CloudTrail - EC2 Instance Associated with Admin IAM Role

AWS - CloudTrail - Suspicious EC2 Instance Launch Pattern

AWS - CloudTrail - Multiple EC2 Key Pairs Created

AWS - CloudTrail - Admin Credential Fetch Attempts from Multiple EC2 Instances
AWS - CloudTrail - Anomalous EC2 userData Attribute Retrieval

AWS - CloudTrail - Failed EC2 userData Attribute Retrieval

AWS - CloudTrail - Suspicious Command Execution via SSM Session on Managed Instance
AWS - CloudTrail - SSH Public Key Uploaded to EC2 Instance

Microsoft - Azure - Virtual Machine Deleted by User

Microsoft - Azure - Custom Script Extension Added to a Virtual Machine

Microsoft - Azure - Virtual Machine Run Command Executed by Service Principal
Microsoft - Azure - Virtual Machine Run Command Executed by User

Microsoft - Azure - Virtual Machine Serial Console Initiated

Microsoft - Azure - Risky User Observed Creating Virtual Machines

Tai liéu b6 sung

Falcon Sensor for F5 BIG-IP VE 17.1.3 and 17.5.1.3 (https://supportportal.crowdstrike.com/s/article/Falcon-Sensor-for- F5-
BIG-IP-VE-17-1-3-and-17-5-1-3)

CSA-250969 US-2 (https://falcon.us- 2.crowdstrike.com/intelligence-v2/reports/csa-250969)

CSA-251079 US-2 (https://falcon.us- 2.crowdstrike.com/intelligence-v2/reports/csa-251079)

F5 K000156881: Install Falcon sensor for BIG-IP on the BIG-IP system (https://my.f5.com/manage/s/article/K000156881)
F5 K000157015: Getting Started with Falcon sensor for BIG-IP (https://my.f5.com/manage/s/article/K000157015)

F5 K000157014: F5 Support for Falcon for BIG-IP (https://my.f5.com/manage/s/article/K000157014)

F5 October 2025 Quarterly Security Notification (https://my.f5.com/manage/s/article/K000156572)

CrowdsStrike: We stop breaches. Cong ty ¢6 phan phan phéi

Learn more www.crowdstrike.com

Viét Nét hién la nha phan phoi
chinh thirc ctia CrowdStrike
tai thi trwd&ng Viét Nam

Moi théng tin nhu cau xin lién

hé email sale.cs@vietnetco.vn

Note: Ban dich tiéng Viét nay chi mang gia tri tham khao
Thoéng tin chinh thirc vui long xem ban tiéng Anh
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