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Lwu y ky thuat | Cac issue anh huwdng dén
Falcon Sensor danh cho Windows
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Solution: | Sensors - Windows 0S Platforms

Ngay céng bo: Ngay 9/10/2025

Tom Tat

Chuing téi da phat hanh cac ban va cho hai issue anh huéng dén Falcon Sensor cho
Windows. C4 hai issue nay déu c6 mot diéu kién tién quyét: ké tdn cong phai xam
nhap va da c6 quyén thyc thi code trén host tlr triéc. Mot khi da co quyén nay,
chiing c6 thé xoba céac file nhat dinh. Cac ban va cho ca hai issue déu cé trong phién
ba&n Falcon Sensor cho Windows m@i nhat la 7.29, trong cac ban va néng (hotfix) cho
cac phién ban tr 7.24 dén 7.28 va trong mot ban va néng 7.16 cho cac host dang chay
Windows 7/2008 R2. Ban va néng phién ban 7.24 cling sé dugc cap nhat cho Long-
Term Visibility (LTV) Sensor cho Windows IoT.

Hién khong c6 dau hiéu nao cho thy cac issue nay da bi khai thac trong thuc té. Cac
doi ngd san tim méi de doa va tinh bao clia chidng t6i dang chl dong giam sat cac hanh
vi khai thac va ching téi duy tri kh4d nang quan sat doi véi bat ky hanh vi twong tw nao
nhu vay.

Chung t6i dang cong khai cac issue nay cung véi cac ban va mét cach dong thai, tuan
th( theo céc quy trinh tiéu chu&n clia nganh vé viéc céng khai 16 héng co6 phdi hop dé
dam bao khach hang cua chung téi lubn dwoc bao ve.

Tac bong

Viéc khai thac cac issue nay dé xoéa file co thé tiém &n nguy co dan dén céac sw ¢ vé
tinh 6n dinh hoac chirc nang clia CrowdStrike Falcon Sensor cho Windows hoac cla
cac phan mém khac trén hé théng, bao gém ca hé diéu hanh.

Falcon Sensor cho Mac, Falcon Sensor cho Linux va Falcon Sensor cho cac Hé théng
Windows Cii (Legacy) sé khéng bi anh hudng.



Tong Quan Ky Thuat

Ton tai mét 16i logic trong Falcon Sensor cho Windows c¢6 thé cho phép mot ké tan
cdng da xam nhap va c6 kha nang thyec thi code trén mét host tlr trwéc thyc
hién x6a cac file nhat dinh. CrowdStrike da phat hanh mot ban va bdo mat cho
issue nay trong cac phién ban Falcon Sensor cho Windows tir 7.24 tr& 1é€n va tat
ca cac Long Term Visibility (LTV) Sensor. Nhirng issue nay da dugc xac dinh
thdng qua chwong trinh Bug Bounty va la mét phan trong hinh thai bdo mat toan
dién cta chang toi.

Céc Phién Ban Bi Anh Hwdng

Falcon Sensor cho Windows cac phién ban 7.28 va cli hon sé bi anh huéng.

Céac phién ban Falcon sensor
cho Windows bi anh huwéng

7.28.20006
7.27.19907
7.26.19811
7.26.19809
7.25.19706
7.24.19607 va cl hon

7.16.18635 va cac ban dwng 7.16 cli hon
(Chi danh cho WIN7/2008 R2)

Céac ban va Falcon
sensor cho Windows

7.28.20008 va mai hon
7.27.19909
7.26.19813
7.25.19707
7.24.19608

7.16.18637 (Chi danh
cho WIN7/2008 R2)




Mlrc do nghiém trong

CrowdStrike da cham diém cho CVE-2025-42701 (Falcon Sensor for Windows Race
Condition) la 5.6 (MEDIUM) theo Common Vulnerability Scoring System Phién ban 3.1
(CVSS).

CrowdStrike da cham diém cho CVE-2025-42706 (Falcon Sensor for Windows Logic
Error) la 6.5 (MEDIUM) theo Common Vulnerability Scoring System Phién ban 3.1
(CVSS).

Loai Biém Yéu va Tac bong

e CVE-2025-42701 (https://www.cve.org/CVERecord?id=CVE-2025-42701) -
CrowdStrike Falcon Sensor for Windows Race Condition

o CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition
o CAPEC-27: Leveraging Race Conditions via Symbolic Links

e CVE-2025-42706 (https://www.cve.org/CVERecord?id=CVE-2025-42706) -
CrowdStrike Falcon Sensor for Windows Logic Error

o CWE-346: Origin Validation Error

o CAPEC-473: Signature Spoof

Trang thai khai thac

CrowdStrike khdng phat hién bat ky dau hiéu nao vé viéc cac issue nay da bi khai
thac trong thuc té.

CrowdStrike dang chii ddng giam sat cac ddu hiéu lam dung hoac str dung 16 hdng
nay.

Tac dong veé hiéu suat

Khong co tac dong truwc ti€p hay gian ti€p nao dén hiéu suét ctia Sensor va ching toi
cling khéng ghi nhan bat ky tac dong nao trong qua trinh kiém tht.

Xac dinh cac Host bi anh huwdng
Khach hang cé thé sir dung cau truy van trén Github
Céach giai quyét

Khach hang nén cap nhéat cac host Windows dang chay Sensor v&i cac phién ban bi
anh hudng 1&én mét phién ban da duoc va 16i.
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Tai liéu b6 sung

e Details for CVE 2025-42701 - CrowdStrike Falcon Sensor for Windows Race
Condition (https://www.cve.org/CVERecord?id=CVE-2025-42701)

e Details for CVE-2025-42706 - CrowdStrike Falcon Sensor for Windows Logic Error
(https://www.cve.org/CVERecord?id=CVE-2025-42706)

e Security Advisory (https://www.crowdstrike.com/en-us/security-advisories/issues-
affecting-crowdstrike-falcon-sensor-for-windows/)

e Falcon Customizable NG SIEM Dashboard for Assessing
(https://github.com/CrowdStrike/logscale-community- content/blob/main/Dashboards-
Only/CVE-2025-42701_CVE-2025-42706.yaml)

e Sensor Release Notes - Commercial Clouds
(https://supportportal.crowdstrike.com/s/article/Release-Notes-Falcon-Sensor-for-
Windows-7-16-18637-7-24-19608-7-25-19707-7-26-19813-7-27-19909-7-28-20008-
Hotfixes)

» Sensor Release Notes - Gov Clouds
(https://supportportal.crowdstrike.us/s/article/Release-Notes-Falcon-Sensor-for-
Windows-7-16-18637-7-24-19608-7-25-19707-7-26-19813-7-27-19909-7-28-20008-
Hotfixes)

e CrowdStrike Customer Center (https://supportportal.crowdstrike.com/)

e CrowdStrike Community (https://community.crowdstrike.com/emerging-threats-
63/cve-2025-42701-cve-2025-42706-falcon-sensor-for-windows-medium-cves-
issued- 3020?fid=63&tid=3020)

Cac Cau Héi B6 Sung

NéEu ban cé cac cau héi khac, vui long lién hé véi Technical Account Manager,
Sales Engineer, Account Manager hoac CrowdStrike Support.

CrowdStrike: We stop breaches. Cong ty ¢6 phan phan phéi
Viét Nét hién la nha phan phoi
chinh th&rc ctia CrowdStrike
tai thi trirdng Viét Nam

Learn more www.crowdstrike.com

Moi théng tin nhu cau xin lién
hé email sale.cs@vietnetco.vn

Note: Ban dich tiéng Viét nay chi mang gia tri tham khao
Théng tin chinh th&rc vui long xem ban tiéng Anh
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