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CRIMINAL

ALCHEMIST SPIDER
ALPHA SPIDER
AVIATOR SPIDER
BITWISE SPIDER
BLIND SPIDER
BRAIN SPIDER
BUTLER SPIDER
CARBON SPIDER
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CHAOTIC SPIDER
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VENOM SPIDER
VETO SPIDER
'WANDERING SPIDER
WIZARD SPIDER
VICE SPIDER
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LABYRINTH CHOLLIMA
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RICOCHET CHOLLIMA
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VELVET CHOLLIMA
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ABSTRACT PANDA
AQUATIC PANDA
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DRAGNET PANDA
EMISSARY PANDA
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KARMA PANDA
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CROWDSTRIKE

GLOBAL THREAT REPORT 2025

BOi canh mai de doa

XAM NHAP BAN PAU

Ty lé gia ting clia s6 vu lira ddo Ty Ié gia ting hoat ddng quang cdo S8 16 hdng bao mat dwoc CrowdStrike

qua giong néi (vishing) giitra nira cla cac “nha moi gidi truy cap” ghi nhan trong nam 2024 c6 lién quan
dau va nira cudi ndm 2024 dén giai doan Xam nhap Ban dau (Initial
Access)

PHAT TAN

La thoi gian phat tan nhanh
nhat trong nam 2024

AN NAP

Cac phat hién trong nam
2024 la malware-free
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PUNK SPIDER

Muc tiéu bong co Loai hinh
Truc lgi Tai chinh Criminal eCrime

St dung phan mém hop 1é va cac céng cu ma nguébn mé
Sao chép/géan quyén han cho céc tai khodn méi hodc da bi xdm nhép
Loi dung viéc di chuyén qua cdc hé thdng dé tranh bj phat hién
DPanh cap dit liéu user va group dé sir dung sau nay

Trién khai ransomware dé téng tién nan nhan GROWDSTRIKE



Cac endpoint cia ban chinh |la con duong tan cong cha yéu.
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Cac Bién Phap Phong Thi Loi Thoi Khong Thé Ngian Chin Cac
Moi De Doa Hién Dai

7> Qj’x

Cach Tiép Can Bao Mat Kha Nang Quan SEIAERVIV Phirc tap, Nang,
Li Thoi D6 Bao Phu Céc Lo Hong Bi Khé dé van hanh
Gidi Han
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I N
7 \ Mot Agent. Mot Platform.

=B \

@ Bao phu ngay lap tirc. Dem lai gid trj tire thi.

Cach Tiép Can Hién
Pai cua CrowdStrike E"i’: Phat hién thong minh hon. Bao vé hién dai.
Doi V&i Endpoint |

Strc manh tr Tinh bao. Cap nhat lién tuc.

CrowdStrike® Charlotte Al™. Tra loi tirc thi.
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Trién khai dé dang,
Bao vé tu tin

D& dang cai dat
v va quan ly

M& réng tu on
v~ premise, hybrid va
cloud

7 Nén tang tich hgp
Al

V. Giao dién
Cloud-native

~ Quanly don gian va
hgp nhat

CROWDSTRIKE, INC. ALL RIGHTS RESERVED.
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8, RedHat & Google Cloud
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Workstations Mobile
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Servers loT ChromeOS
Devices
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g 28
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Active Directory Human and Third Parties
Entra ID Service
Okta Accounts
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S&* Dung Ai-native Trong Phat Hién Va Ngan Chan

S 4 &

E 9 Indicators of Attack (IOA) véi siic manh Al

Sensor ML
L& cdc model cét 16i dé ngdin chdn Cdc IOA hanh vi ndng cao kéth Op v6i ML trén
e : cloud dé phat hién méi de doa vai do chinh xac cao
malware truc tiép
Cloud ML
Nhiéu logi model da dang chay & quy mé cloud
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Tich Ho'p Threat Intelligence.
Bao Vé Endpoint Vuwot Troi.

Hang nghin ty
su kién méi tuan

257

ké thu toan cau bj theo dobi

Hon 800K dau hiéu xam nhap (I0Cs)

dugc céng b6 méi tuan

Hon 180 triéu o P

quyét dinh I0A méi gidy FORRESTER ' #'trong Thu Thap Tinh Bao

The Forrester Wave™: External Threat
Intelligence Service Providers, Q3 2023

Figures from the Falcon platform, CrowdStrike 2024 Threat Hunting Report and
CrowdStrike 2025 Global Threat Report.
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Phat Hién va Bao Vé Pa Mién Ho'p Nhat

C6 danh tinh nao bi xam

e

Response actions ~

- 2 g
Add to restricted user droup.

1
Remove from restrcted user group
sseenty crstacron 1

Add user to watchiist

Clear current sessions

Tan dung cac
phan Ung dugc

tich hgp sé&n

. frrin . ham khong?
Cac phat hién endpoint pha 9
lién quan nhu thé nao? Tich hgp cac su kién
n ” ; ; n Next-GenSIEM | I > CRWDTOUR-JANIG [ identit "op: Next-Gen.. v
Lién két cac phat hién ... - [ F»y( S s
endpoint v8i nhau — . - ‘ -
natasha
Q r.'a;nmm:uu-n e . & User
E—j“ LeatRuca scovery tepRece Ticker ° o
o ) natasha
= 9 o
& £ Workflows availa
d:’ 1
® AD Fpssword Raset and Ne
-
e 5l SET °
e et . =
2 ® == o
i a L
oA e
Didu tra sy 6 véi Ké thu dang tan cong 6
Charlotte Al dau?

Biét ré vé ké thu cua ban

Tang tdc van hanh bao mét trén toan
bd nén tang Falcon

Chuyén hudéng diéu tra tic thi ti cac phat
hién sang tim kiém, théng qua cac workflow
don gian dudgc hé trg bai Al.

Truc quan héa toan bd attack path va diéu
tra cac host khac c6 nguy cd bi &nh hudng

Cung cap mot géc nhin tich hdp véi day du
threat intelligence, ngli canh lién quan va
moi lién két gilta cac déi tuang

div liéu mién phi moi ngay véi dit liéu tich hop tir third-party
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Mang Pén Sirc Manh Cho SOC Thé Hé M¢&i

Vuot xa cac tro' ly ao “héi - dap” véi kha nang suy luan va hanh déng ty dong trén toan bo hoat dong cta SOC

DO CHINH XAC CUA CHUYEN GIA

Hon 98%

ty & chinh xac trong phan loai canh
bao ty dong

.TlE’T KIEM THO1 GIAN

Lay lai ho'n 40 gio

thoi gian [am viéc mbi tudn cho doi ng
phan tich

HANH PONG TU PONG

Lién tuc 24/7

Mang lai két qua thyc tién

= Phan loai lién tuc vadi do chinh xac

=> Ap dung kién thirc chuyén mén thuc
ngang tam chuyén gia

= Thich &rng mét cach lién mach véi cac
chién vao moi cudc diéu tra

trwong hop ngoai lé va chua xac dinh

=> Giam tai cong viéc phan loai thd = Tang téc viéc ra quyét dinh cua

céng va chi lam ndi bat nhitrng gi thuc
sy quan trong

chuyén vién phan tich bang cach cung
cap ngilt cdnh nhanh va day du hon

= Tuy chinh két qua dau ra dé phu hop
v3i moi déi nhém, déi tugng, hodc
nhiém vu

Accuracy rating is a measure of Charlotte Al triage decisions that match the expert decisions from the CrowdStrike Falcon Complete Next-Gen MDR team.
Time savings represents the amount of time an analyst would have spent triaging detections but can now use that time for other skilled work while Charlotte triages the detections. Individual results may vary based on factors such as total alert
volume.
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CrowdStrike Puorc
Xuwdng La Mot Leader

2025 Gartner® Magic Quadrant™ for
Endpoint Protection Platforms

Puwoc dinh vi

cho Mirc d6 Toan dién vé Tam nhin
va vé Kha nang Thuec thi
Gartner

Gartner, 2025 Gartner® Magic Quadrant™ for Endpoint Protection Platforms (EPP), Evgeny Mirolyubov, Franz Hinner, and Deepak Mishra.
July 14,2025,

GARTNER is a registered trademark and service mark of Gartner and Magic Quadrant™ is a registered trademark of Gartner, Inc. and/or its
affiliates in the U.S. and internationally and are used herein with permission. All rights reserved

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to
select.only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner
research organization and should not be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to
this research, including any warranties of merchantability or fitness for a particular purpose

This graphic was published by Gartner, Inc. as part of a larger res:
document. The Gartner document is available upon request from CrowdStrike.

rch document and should be evaluated in the context of the entire

Figure 1: Magic Quadrant for Endpoint Protection Platforms

As of May 2025

Gartner
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Poi Méi Vuot Troi. Bao Vé Toan Dién.

D6 chinh xac téng thé dat B&i hon khach hang
2024 SE Labs Enterprise Advanced cu6i truc tiép va khach héng

Security (EDR) Ransomware Test .S
L ) cuia MSSP trén toan thé gidi
Bao vé truoc ransomware

2024 SE Labs Enterprise Advanced
Security (EDR) Ransomware Test

Named a Leader in The Forrester Wave: Extended Detection And Response Platforms, Q2 2024
Named a Leader in The Forrester Wave: Endpoint Security, Q4 2023

Named a Leader in the 2025 GigaOm Radar for Extended Detection and Response

Named a Leader.in the 2024 GigaOm Radar for Ransomware Prevention

CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

Forrester Wave cho XDR
Forrester Wave cho Endpoint
GigaOm Radar cho XDR
GigaOm Radar cho Ransomware
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Tang cuwong sirc manh cho déi ngli cla ban véi cac chuyén gia hang dau thé gidi.

Dich vu quan ly toan dién 24/7/365
hoac b6 sung nhan su chuyén gia

Chu dong phat hién cac cudc tan cong
tinh vi va an minh bang su két hgp gilia
Al va chuyén mén clia con ngudi

@ Gia co hé théng trudc su c6 va phan ting sau
su cb véi cac chuyén gia hang dau thé gidi

ONFIDENTIAL/PROPRIETARY INFORMATION

2024 MITRE Engenuity ATT&CK?® Evaluations:

Managed Services, Round 2

Thdi gian trung binh
dé phat hién (MTTD)

N

Pham vi phat hién toan

v o 5 2 x Cy Lea MITRE ENGENUITY
dlen va kha nang phat h|en ATTSCK® EVALUATIONS
moi de doa nhanh chong R ———

ALPHVB‘J‘Gcka
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CROWDSTRIKE’S AI-NATIVE PLATFORM STOPS BREACHES
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A

PUNK SPIDER

Muc tiéu bong co Loai hinh
Truc lgi Tai chinh Criminal eCrime

St dung phan mém hop 1é va cac céng cu ma nguébn mé
Sao chép/géan quyén han cho céc tai khodn méi hodc da bi xdm nhép
Loi dung viéc di chuyén qua cdc hé thdng dé tranh bj phat hién
DPanh cap dit liéu user va group dé sir dung sau nay

Trién khai ransomware dé téng tién nan nhan GROWDSTRIKE



PUNK SPIDER: Thuc Hién Panh Cap Di¥ Liéu Va Trién Khai

@ Ransomware

Muc tiéu: Cac cong ty cong nghé Bic My

Khai thac 16 héng CVE-2024-3400 trén mot thiét bi VPN
Palo Alto GlobalProtect khdng dugc quan ly dé gianh
quyén truy cap bang cach sif dung cac thong tin dang
nhap da bi ro ri

Su dung Giao thiic Remote Desktop (RDP) v&i mot tai
khoan dich vu dé di chuyén sang mét hé théng noi
b6 khac

T(ich Xuat thong tin xac thuc va leo thang dac quyén
bang cach thém ngudi dung vao cac nhom quan tri
Vvién cuc bo (local Admins) va nhém ESX Admins

Trién khai cac coéng cu tao dudng ham proxy (proxy-
tunneling) va cong cu truy cap tu xa

Su dung SharpShares va Invoke-ShareFinder.ps1
dé liét ké cac tai nguyén dugc chia sé trong mang
(network shares).

St dung WinRAR dé nén dif liéu va c6 gang tudn dit
liéu ra ngoai qua FileZilla. Budc cubi cung: Trién
khai ransomware Akira

R

Danh cap dit liéu
Ransomware

CROWDSTRIKE
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PUNK SPIDER: Thuc Hién Panh Cap Di¥ Liéu Va Trién Khai

£y Ransomware

Muc tiéu: Cac cong ty cong nghé Bac My

K&t qua: Bi chin hoan toan béi Falcon Sensor va béi sw phat hién cta ddi Falcon Adversary OverWatch.

% Khai thac 16 héng CVE-2024-3400 trén mét thiét bi VPN
Palo Alto GlobalProtect khéng dugc quan ly dé gianh
quyén truy cap bang cach st dung céc thong tin déng
nhap da bi ro ri

Su dung Giao thuc Remote Desktop (RDP) v6i mét tai
khoan dich vu dé di chuyén sang mot hé thong noi
bd khac

Trich xuat thong tin xac thuc va leo thang dac quyén
bang cach thém ngudi dung vao cac nhom quan tri
vién cuc bo (local Admins) va nhom ESX Admins

Trién khai cac coéng cu tao dudng ham proxy (proxy-
tunneling) va cong cu truy cap tu xa

Su dung SharpShares va Invoke-ShareFinder.ps1
dé liét ké cac tai nguyén dugc chia sé trong mang
(network shares).

St dung WinRAR dé nén dif liéu va c6 gang tudn dit
liéu ra ngoai qua FileZilla. Budc cubi cung: Trién
khai ransomware Akira

Thiét bi VPN khéng dugc quan Iy (tdc 1a khéng cé
Falcon sensor nao dugc cai dat)

Phat hién bdgi Falcon. Hanh vi nay cling dugc phat
hién bdgi ddi Falcon Adversary OverWatch.

Falcon sensor ngan ch&n hanh vi leo thang dac quyén

Falcon sensor da chan viéc thyc thi ctia cac cong cu
nay, qua do ngan chan cac cg ché duy tri truy cap
(persistence) dudc thiét lap.

Falcon sensor da ngan chan viéc thuc thi cua ca hai
cbng cu trinh sat. Hoat déng nay cling dugc phat hién
bdi doi Falcon Adversary OverWatch.

boi Falcon Adversary OverWatch da phat hién FileZilla
dang dudc st dung dé tudn d liéu va thdng bao cho
khach hang, sau dé ho sé ngay lap tuc cach ly host.
Ransomware Akira cling bi nén tang Falcon chén lai
trudc khi bat ky hanh ddng ma hoéa nao co thé xay ra.

CROWDSTRIKE
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Cac Dau Mai Piéu Tra Ty Dong

Detections Automated leads Cases
18 results (18 total)

Confidence v  Assignedto v  Status v  Tags v

List is up to date

(1] Confidence v~ | Detections
100

Confidence o go Total
a 100/100 @ ‘ 0 30

Incidents ©®

Add/remove filters +

| Name | Hosts

Name Hosts

XDR-STH-WIN10-2 at 2025-07-11T14:...

XDR-STH-WIN10-2 at 2025-07-11T14:37:52Z ©

This automated lead detected the following behaviors:
.
.

.
Show more

History

Dung Al dé phat hién nhiing
moi de doa an minh ma cac
cdng cu khac thudng bo 18.

An unusual process accessed Isass. This might indicate an attempt to dump credentials. Investigate the process tree.

leo thang

XDR-STH-WIN1...

| Start time

Start time

Jul. 11, 2025.

A process gathered information about one or more system users. Adversaries can use this to guide future behaviors. Review the process tree.

A process has scheduled an unusual task. Some malware schedules tasks to maintain persistence. If this task unexpected, review it.

| Last activity

Last activity

Jul. 11, 2025.

Phat hién sém cac méi de doa,
nhan dién van dé trudc khi su viéc

| Assigned to

Assigned to

Unassigned

Type

Type

Simple

{ Sort by Confidence: Highest to lowest v

| Resolution

Resolution

x v
oo
Status |
Status 5
In progress ¢
Lead actions v
Jul. 11, 2025 97:56:14

Ty dong thich ting vGi moi trudng cua
ban, giup cac manh mai diéu tra tré

nén dac biét phu hgp va gia tri

.



Cac Pau Maoi Diéu Tra Tw Pdng

Phat Hién Dé Dang Hon

® Diém khoi dau cho cac
cudc diéu tra duoc

° cac dau moi tuv
ddng dé tang toc quad trinh
phan loai

Phat Hién Sm Hon

cac dau hiéu
ban d4u va tinh vi cdia mot
cudc tan cong
méi de doa & giai
doan dau trudce khi ching
gay ra thiét hai dang ké

Phat Hién Thich Ung
thich &rng v&i moi

trwong cla ban

cac manh méi tv
dong déu lién quan tdi sy
c6 va c6 thé hanh dong

J/
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Theo D6i Va Ngan Chan Ké Thu Vé&i Kha Nang Quan Sat Toan Dién

CROWDSTRIKE, INC

:é: g\

THAY BIET LAM
nhiéu hon nhiéu hon nhiéu hon
Cung cép‘khé nang quan Threat Intelligence trong Ung phé tuc thi véi cac
sat sau vé endpoint trén yéu dua trén phan tich ké SOAR workflow tu dong
toan bd doanh nghiép dé tdn céng va su cong tac hda tir mét command
lam r6 toan bo pham vi cua theo thdi gian thuc cua cac console hgp nhat
cac cudc tan cong. chuyén vién phan tich

.

D liéu do ludng chinh cho kha ndng quan sat da mién

= B O : B
= B O :

Endpoint Identity Cloud Mobile Data

ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION
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RUt ngan thoi gian ngdn chin va thoi gian khic phuc su cé.

= & Endpointsecurity | XDRincidents > Test XDR Detection []

Toctic & technique

Diéu Tra Tap Trung e
Ché do xem do thi tuong tac ho trg cac
workflow san tim va diéu tra ma khong

B @ oovssey SPIDER

D e -

can phai réi khoi console puin s ==,

re e Tague bt T

b | 2 s

- R

Trung Tam Diéu Hanh Céng Tac « - .

= H6 trg cong tac theo thdi gian thuc, S -

B ]

© nhiéu ngudi dung; gan tag cac chuyén ¢ = [ apaiwsaei)|

vién phan tich va thém ghi chu, bd sung
thém dbi tugng hoac case

Falcon Intel enrichment O

CSA-230757 ODYSSEY SPIDER Uses PDF Lures to Deliv..

Sutnemary Theough midh Mary 2023, «Crime adversary ODYSSEY SPIDER uset
FOF turem to delivwe commodity Veeom RAT paylants to Cokmbia.
Portugal based haspitaily sector Legeta, marking the sdveesary's first use of
e delivary method. In Q1 2022, OOYSSEY SPIDER primardy rwlied an
Campiedt HTM Halp fns (CSIT-23100) and Word documents for paylosd

Céc tuy chon lam phong phu dt liéu va i Bt A, Rt Stars g

@ Lam Phong Phu va Khac Phuc ——

vt e

khac phuc tu ddng dudc tich hgp sn dé i
chay cac workflows va playbooks s | omserm |

CROWDSTRIKE, INC. ALL RIGHTS RESERVED.

[¥] C8A-231171 ODYSSEY SPIDER Expands Targeting Scop...

Sumemary In sarly August 2023, ODYSSEY SPICER targeted & Brazé-based
tranaportation flrm me well as entities Baby cutskde of the sdversiry’s commen

CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

Q search Search@cs177921 =] EPP-PXDREmuationTest v @ A = & O

Details Graph Events timeline
WINWORDEXE
Phishing.ent (2)

Machine..us File

Producti..Execute
Machine..us File

Boot or. Folder
XDR-STH-WINIO-3 ‘@
rosomactr regexe

! XDR-STH-WIN10-3 (managed host)

@ Online status is unknawn B3 Windows - Windows 7
& Operational (not in RFM)

& Asset is not network contained

) EOS status is unknown

Sensor version 52500107010

o

(outdated)
Last user: ddursiey

Hostgroups: MR S R

0ecoo0o0e

="’ 000

-@

radFO3E2tmp.exe

labs.com

Phishing..ent (2)
agenda.docm
°

-
labs_12345@protonmail.com

CROWDSTRIKE



Thu thap 10GB dir liéu bén th& ba mién phi m

N

Falcon
Platform

Connector tich hgp san, di kém
v@i cac bd phan tich cu phap
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0i ngay

Hé sinh thai doi tac manh mé

“@ExtraHop mimecast @ zscaler  WPingldentity.

‘CLOUDFLARE' \"VECTR/\ SECURITY okta
7, ] ]

(4 Skyhigh roofpoint. alvaln
Fom;snocx' ® e proote cisco

 corelight F:ATINET l‘\ TW'LRRE;:LR servicenow.

CLAROTY & Google Cloud IAR MIS. Nbnormal
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Charlotte Al

Toi wu hda cac cudc diéu tra thye té Nhan cau trd [&i nhanh chdng cho cdc cdu hdi | Ty dong hoda céc tac vu phirc tap

1nere were No autnenucanon events Touna on e Nost
"BILK-DUCK-USR1" (agent ID ] Using LogScale, what processes initiated on the host within
a31dde9bf8d745b4b2d290d6c32d0592, domain J 15 minutes around the detection had parent processes such

workshop.bilk-duck.cs-labs.net) over the past seven days, as explorer.exe, cmd.exe, or powershell.exe?
from 2025-04-10 to...

mimikatz.exe on BILK-DUCK-USR1 by natasha
2025-04-17T03:37:59.441Z

Detection description:

aility. ikatz's pn%ab; le lo steal po if Using LogScale, did the user 'natasha' initiate remote login

were dumped, change your ,' and igate further. What network connections were established within 15 events to other hosts within 15 minutes after the detection?
i after the mimi ion?

Triage verdict from Charlotte Al:

The detection was labeled as a true positive because it involves the
execution of "mimikatz.exe" with specific commands aimed at
extracting sensitive information from the system. Mimikatz is a well

known post tool used by to dump
from memory, escalate privileges, and perform other malicious
ivil The line exe \"privil

What network connections were initiated by processes such
as PowerShell after the detection?

Curating the questions to select the best lead

CROWDSTRIKE, INC. ALL RIGHTS RESERVED CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Charlotte Al Agentic Workflow cho Endpoint Security

Tu ddng hoa viéc phan tich cac tap dit liéu dé tién hanh danh gid, glti bdo cdo, dich két qua dau ra, v.v.

“Phan loai tat ca cac lénh “Kiém tra hoat dong RDP “Tao MmOt ban tém tat vé cac “Tém tat moi cdnh bdo co
PowerShell dwgc ma héa da trong tuan qua va glri mot phat hién an ninh trong tuan murc d6 nghiém trong

thyec thi trong 24 gio qua va bao cdo chi ra bat ky truong qua so v&i tudn trudc do, va 'Critical' tir cdc nhém host A,
glri mot bdo cdo vé moi hoat hop “di chuyén” bat thudng xuat ban tém tat dudi dang B va C, sau d6 gti badn tém
déng dang ngd” nao” PDF I&én mot kénh Slack” tat bang tiéng B6 Dao Nha”

© CROWDSTRIKE, INC. ALL RIGHTS RESERVED. | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION \\Q\RQWDSTR“(E



Case Studies



Gap kho khan trong céch ti€p can bi dong va khéng hiéu qua véi endpoint security, von
khong thé theo kip b8i cdnh méi de doa thay déi nhanh chéng
DA&i mat véi khé khan trong viéc bdo vé moi trudang IT da dang va phan tan toan cau, bao
gdm ca cac mod hinh lam viéc tir xa va hybrid
Quy trinh phan (rng sy cé tén nhiéu thoi gian
Coventry %
UﬂlVerSlW - Trién khai cdc md-dun cla nén tang Falcon, bao gdm Falcon Prevent (NGAV), Falcon
Insight XDR va Falcon Complete Next-Gen MDR
Hop nhat cac hoat dong an ninh vao mot nén tang cloud-native, sir dung mot agent
Gidm thiéu déng ké thoi gian irng phé va phuc héi

Két Qua Nai Bat

Cai Thlen ﬂlo" gian phan trng thoi gian cho viéc gidi quyét cicméidedoa. .. ., .. . X P, . . _—
trude su cb la thoi gian trung binh dé giai quyét sy c6 bao mat.
Khdng con phai cai lai toan bd
endpoint sau khi bi tdn céng
Chuiing t6i c6 thé st dung cac bao céo chi tiét dé trinh bay cho ddi quan ly cip cao vé cac
cap dé mdi de doa va rai ro trén toan bd mdi trwdng hé thong.”

— Steve Rogers, Enterprise Cloud, Infrastructure, Security Architect

Giai phong tai nguyén cho
doilT

CROWDSTRIKE, INC. ALL RIGHTS RESERVED CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Can phai hgp nhét cac céng cu bao mat ri rac, thiéu sy tich hop

Yéu cau mot giai phap dé bao vé danh tinh, cac workload trén cloud, va endpoint duwdi mét
chién lwoc thdng nhat

Géap phai nhirng thiéu sét trong viéc phat hién cac thong tin dang nhap bi dédnh cdp va hanh
vi phat tan.

’ ! P EGA Trién khai nén tang Falcon dé tich hop endpoint, identity va cloud security trong mot gidi phap

duy nhét

C6 duoc kha nang quan sat theo thoi gian thue vé céc tai khoan dich vy, hanh vi lam dung cua
quan tri vién va cac thdng tin xac thyc bi xdm nhap

T&i wu hda hoat dong bao mat véi kién tric cloud-native va mét agent duy nhat
~n ? ~e ~n
Ket Qua Noi Bat

Kha ning quan sat hop nhat

. 5 2 ot Cho 5,000 endpoint va 6,000 servers
v&i mét nén tang duy nhat Trong suot qua trinh POC p
Pon gian héa hoat déng
van hanh giup chung t6i tiét kiém thei gian, dong théi 1ap day cac
Dich vu quan ly phat hién va 16 hong bao mat.”
phan irng dwoc 24/7 (MDR) — Steve Tieland,

Gidm doéc Van hanh An ninh Doanh nghiép

CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



&Y/ CoreWeave

Khong gay anh huéng dén
hiéu nang

Bdo mat hop nhat va ¢é
kha ndng mé& rong

Cai thién kha nang quan sat
attack surface

CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDEN

IAL/PROPRIETARY INFORMATION

Can bao vé mét ha tang cloud dang mé rong nhanh chéng, hd tro cdc workload tinh toan hiéu
nang cao

D8i mat vdi cac mai de doa ngay cang phirc tap va nhiéu hon trong khi dang mé rdng cac dich vu
cung cap ra thj truong

Doi hdi phai cé kha ndng quan st va kiém soat chit ch& trén cac endpoint va workload ma khéng
lam suy gidm hiéu nang.

Trién khai nén tang Falcon dé hop nhat viéc bao vé endpoint va workload trén cloud bang mot
agent duy nhat

Pat dugc kha nang md& rong bao mat mét cach lién mach song song véi su tang trwdng kinh
doanh ma khong lam dnh huwéng dén ky vong vé hiéu nang cla khich hang

C6 duoc kha nang quan sat toan dién vé attack surface, gilip nang cao hinh thai bAo mat trong khi
van hd trg cdc moi trwdng phire tap va throughput cao.

Két Qua NGi Bat

S6 lwong canh bao false positive Gio lam viéc dworc tiét kiem moi ndm

Detection dashboard hién thi cho chiing téi bat cir diéu gi CrowdStrike xem 1a nguy
hiém... dem lai cho ching tdi kha ndng quan sat va bao vé end-to-end.”

— Matt Bellingeri, CISO

CROWDSTRIKE
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CROWDSTRIKE, INC

Phan t&rng nhanh hon va
hop nhat

Tang cwong bao vé
endpoint va Identity

Kha nang quan sat manh

mé trén toan doanh nghiép

ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDEN

IAL/PROPRIETARY INFO

Van hanh mét méi trudng IT phi tap trung vdi nhiéu vendor va nén tang, gy phirc tap cho viéc
quan sat va &rng phdé véi méi de doa

Da8i mat véi rdi ro ransomware ngay cang tang va can mot gidi phap bao vé danh tinh va endpoint
manh mé hon

Yéu cau mot gidi phap an ninh cloud-native c6 kha nang mé rong dé hd tro qua trinh chuyén déi
s0 trén toan doanh nghiép

Trién khai nén tang Falcon dé& hop nhat viéc phat hién, (rng pho tai endpoint va bao vé khai cac
mdi de doa identity

Tan dung giai phap Falcon Identity Protection dé& ngan chan cac cudc tan cong dua trén théng tin
xdac thyc va cac hanh vi phat tan

C6 duorc kha nang quan sat va (rng phé véi mdi de doa theo thoi gian thyc trén toan bé mét té
chirc ¢6 ciu tric phan tén cao

Ké&t Qua Néi Bat

S6 lwgng canh bao La true positive

P4i véi chung téi, viéc str dung nén tang Falcon cung véi dich vu OverWatch d3 dwa
chiing t6i vao nhém 1% dan dau vé bao mat.”

— Brett Fernicola, Gidam d6c Cap cao Van hanh An ninh
CROWDSTRIKE



Ching Thuc



Endpoint
Security
Leader

Nhan dugc diém sé cao nhat vé
Current Offering va diém s6 hang
dau trong 15 tiéu chi, vuct qua tat ca
cac vendor khac

CrowdStrike dugc
cong nhan vdi giai
phap

o]

FORRESTER
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Strong
Challengers Contenders Performers Leaders

- ) CrowdStrike
Palo Alto Networks (- -

Bitdefender
1 « Niend Micro

Miciosom. - )

Sophos [ «

Trellix( - . - SentinelOne

+ ) Broadcom

«) BlackBerry

The Forrester Wave:
Endpoint Security, Q4 2023
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CrowdStrike dwogc vin
danh la Luwa chon cua

Khach hang nam 2025
cho EPP

Dudgc vinh danh trong bao cao Gartner Peer
Insights™ Voice of the Customer nam 2025 cho
hang muc Nén tang Bao vé Endpoint (EPP)

khach hang san long
gidi thiéu.

lugt danh gia.

nén tang hop nhat.
Gartner.

ure 1. Voice of the Customer for Endpoint Protection Platforms

Gartner Peer Insights “Voice of the Customer”
Endpoint Protection Platforms
KET AVERAGE

Strong Performer Y 9 ) Customers’ Choice

Bitdefender
CrowdStrike
Fortinet

Arctic Wolf Networks Palo Alto Networks

ThreatLocker Sophos

Broadcom Check Point Software

Technologies
Malwarebytes td o9

Trellix ==
Microsoft
SentinelOne

Trend Mic

OVERALL EXPERIENCE =

Established

USER INTEREST AND ADOPTION —>

Gartner

Source: Gartner (May 2025)
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Chirng Thwec Qua Cac Bai Kiém Tra Ngan Chan Ransomware

O, SE LABS

AAA

DECEMBER 2024

Advanced Security
EDR Protection

2024 SE Labs Enterprise Advanced
Security (EDR) Ransomware Test

Nén tang CrowdStrike Falcon
Dat ty I1é Phat hién, Ngan chan
va Chinh xac 100%

GIGAOM
RADAR sz i

2024 GigaOm Radar for
Ransomware Prevention

CrowdStrike Budc vinh danh
la mot Leader va la vendor c6
Hleu suat Vugt trdi trong linh
vuc Ngan chan Ransomware

O, SE LABS

AAA

JUL-SEPT 2024

ENTERPRISE ADVANCED SECURITY

SE Labs Q3 2024 Enterprise
Advanced Security Test

CrowdStrike dat Giai thuéng
AAA, tré thanh ngugai chién
thang duy nhat véi diém
Chinh xac Toan dién 100%.

CROWDSTRIKE



CrowdStrike Duoc vinh
danh la mot Leader va la
vendor cé Hiéu suat Vuwott
troi trong linh vwrc Ngan
chan Ransomware

2024 GigaOm Radar for Ransomware
Prevention

va
trong s6 tat ca cac vendor dudc
danh gia
Nén tang Falcon cho phép phat hién,

ngan chan va bao vé toan dién khoi
ransomware.

'GIGAOM

STRIKE, INC. ALL RIGHTS RESERVED. C E CONFIDENTIAL/PROPRIETARY INFORMATION

GIGAOM
RADAR

MATURITY

FEATURE { PLATFORM
PLAY PLAY

INNOVATION

INNOVATION FEATURE PLAY PLATFORM PLAY

bility and Flexible and responsive Offer p cific functio Ity Offers br
to market; may invite and use c: support; may and use ¢ Supp
disruption, lack bro d apal buy nay heighten omp\ xity.

Source: GigaOm 2024 GigaOm
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CrowdStrike dat Giai thwong
AAA, tré thanh nguwoi chién
thang duy nhat véi diém
Chinh xac Toan dién 100%.

SE Labs Q3 Enterprise Advanced
Security Test

Do chinh xac trong Phat hién
Do chinh xac doéi véi phan
mém Hgp &
Pd chinh xac Tong thé
False Positives

Eh SE LABS

'O, SE LABS

AAA

JUL-SEPT 2024

ENTERPRISE ADVANCED SECURITY

“

CrowdStrike Falcon da dat dugdc két
quéa hoan hao trong bai kiém tra nay,
phéat hién moi yéu té cua ting moi de

doa va khéng pham bat ky sai 1am

nao vai cac ung dung hgp Ié.

CROWDSTRIKE
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Mot Leader trong mang Endpoint Security

Bao Vé Hang Pau Endpoint Security Dich Vu Hang Dau
) \ o0
Falcon Prevent (Next-Gen AV)  Falcon Insight XDR (EDR) N\ (@) [i_ W?
Falcon Forensics Falcon Firewall Management . AL
] ) 24/7 MDR & Incident Proactive
Falcon Device Control Falcon for Mobile Threat Hunting Response Security Services

Mot Agent duy nhat | Nén tang ho'p nhat

CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE
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Pam bao cac thiét bi dugc s
dung mat cach an toan va co
thé giam sat

Giam thiéu rai ro tur thiét bi USB

bang cach cé dugc théng tin chuyén sau va
quyén kiém soat chi tiét dé cho phép su
dung an toan va bao vé khéi cac méi de doa
tU bén ngoai va bén trong.

C6 dugc kha nang quan sat tu ddng vé méi
de doa

bang cach tang cudng giam sat thiét bi
USB, san tim méi de doa ch déng, va diéu
tra viéc that thoat dii liéu.

T6i uu viéc quan ly chinh sach

théng qua cac dashboard truc quan ma
khéng can thém agent, phan mém, hay
phan cling nao khac cho endpoint.

Giai phap device control Sé lugng ngdn ngl lap trinh - Mot agent, mot console va
dudc cung cap qua Cloud  dudc ho trg dé phat hién ro ri mot nén tang
di liéu qua USB bang ML.

WDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION
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Giai phap an ninh di déng
tién tién dugc cung cap bai
don vi dan dau trong nganh

bao mat endpoint

CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

Bao vé nang cao chong lai cac cudc tan cong trén
thiét bi di dong

luén di trudc cac méi de doa, véi cach tiép can tap
trung vao keé thu, dudc thiét ké dé ngan chan ro ri dd
liéu, danh cap thdng tin xac thuc va hanh vi phat tan.

Tich hgp nguyén ban véi cac giai phap EDR/XDR
hang dau trong nganh

dé tang toc viéc phat hién va (ing pho tai cac mobile
endpoint, véi mot tam nhin hgp nhéat va threat
intelligence dugc tich hgp sén.

Trién khai lién mach, mang lai su yén tam

vdi qua trinh tich hop ban dau nhanh chéng, dang ky
thiét bi khéng can can thiép thu céng (zero-touch
enrollment), va kha nang tich hgp véi UEM, cung cap
su phong thu trudc cac méi de doa di ddng déng thoi
bao vé di liéu va giam thiéu viéc sif dung tai nguyén.

CROWDSTRIKE
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Kha nang ngan chan khong
doi thu vaéi Al dang cap thé gidi
va théng tin tinh bao vé ké thu
dugc tich hgp sén

Co6ng nghé ngan chin hién dai nhat

st dung Al/ML dé chan méa ddc, cac cudc tan
cdng khéng can file (fileless), va cac cudc tan
cong zero-day. Threat Intelligence tinh nhué va
kha nang quét nang cao giup phat hién va chan
cac hanh vi doc hai tu sém.

Bao vé toan bd hé thong cua ban trong vai gidy
vGi su bao vé tuc thi tir agent siéu nhe cua
chung t6i, cung cap dd bao phu cho tat ca cac
hé diéu hanh phé bién, du dang online hay
offline.

T6i uu van hanh va thuc diy nang suat
v@i cac canh bao co6 dod chinh xac cao, threat
intelligence tich hgp va cac workflow ty dong

hoéa
Ngan chdn Ransomware Agent dudc trién khai Dé nhan thay hiéu qua dau
trong mét ngay tu (ROI)

ROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION
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https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf
https://www.crowdstrike.com/wp-content/uploads/2022/08/crowdstrike-racv-case-study.pdf

Mot Leader trong endpoint security
Leader, 2025 Gartner Magic
Quadrant for EPP

CROWDSTRIKE, INC. ALL RIGHTS RESERVED.

C
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Do chinh xac Téng thé
(2024 SE Labs Enterprise
Advanced Security (EDR)

Ransomware Test)

NDSTRIKE CONFIDENTIAL/PROPRIETARY INFORM,
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EDR

Tién phong trong linh vuc EDR

v6i kha nang bao vé tich hop Al, dugc hau
thuan bai ngudn tin tinh bao vé ké thu hang
dau trong nganh.

Bao phu toan dién ]
cho tat ca cac OS, céac loai va phién ban pho
bién.

Agent théng nhat, siéu nhe
trién khai va bao vé trong vai phut, khdng
can cau hinh phuc tap.

Kha nang bao vé hang dau:

Chinh xac 100% trong viéc phat hién cac thu
doan tan céng da mién trong 2024 SE Labs
Enterprise Advanced Security (EDR)
Ransomware Test.

MTTR nhanh hon, giam thgi gian phan Bao vé khoi Ransomware
loai tu 4 tiéng xudng con 10 phut

(2024 SE Labs Enterprise
Advanced Security (EDR)
Ransomware Test)

CROWDSTRIKE
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Quan ly chinh sach tudng Itta don gian Q

cho Windows va macOS, vé6i cac mau 3
(templates), cac nhém quy tac co thé tai su ®
dung va kha nang ap dung thay déi mét cach ﬁ
nhanh chong. Pend

Giam thiéu d6 phic tap

v@i agent Falcon siéu nhe va console hgp
nhat, cho phép trién khai nhanh chéng va gay
anh hudng 8 muc t6i thiéu dén hiéu ndng cla

Dé dang tao va thuc thi cic may.
chinh sach tudng Itta cho may s e e
fi ”) &i mot Kha nang quan sat tuc thi
tram (host firewall) vGi mg v@i kha nang giam sat mang ty déng, nhan
agent duy nhat dién moi de doa va phat hién su bat thudng,

cong thém cac chinh sach tudng Ita nhan
biét theo Ung dung va vi tri dé tang cudng
bao mat.

CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Giam thiéu dd phtic tap

v6i kha nang thu thap d liéu diéu tra
(forensic) tu déng va cac bang dashboard
toan dién, giup tang cudng chuyén mén
clia nha phan tich dé thuc hién phan tich
su ¢ mdt cach manh mé.

C6 dugc mét nén tang hop nhat

dé dat hiéu qua t6i da, vdi threat
intelligence dudc tich hop sén, ngli canh
phong phu cho céc cudc diéu tra va cac
hanh déng (ing phé nhanh chéng dé ngén

Ung pho va phuc hoi chan va khic phuc.
eI GENMERCRGIVRGETSMETN R R . .
P ) Nhan dugc gia tri véi cac truéng hgp su
phong phu va tuong quan dung da dang
hoa di liéu diéu tra mot bao gém san tim mdi de doa, danh gia tinh
cach tu déng trang xam nhap va phan tich rui ro tai sadn ml
T trong qua trinh sap nhap va mua lai (M&A). @]
q
D
-
, ‘ ) w
Lightweight, dissolvable dashboard toan dién dé Nén tang dugc ho trg: 6‘
collector tang téc cac workflow Windows, macQOS, va
Linux n
CROWDSTRIKE, INC. ALL RIGHTS RESERVED. CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE
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