 Case #1: Cai Pat Falcon Sensor

Tong quan

CrowdStrike Falcon Sensor la mot thanh
phan quan trong cia nén tang Falcon,
né cung cdp bdao vé endpoint tién tién
thong qua giam sat thoi gian thuc, phan
tich hanh vi va threat intelligence tich
hop. Thiét ké lightweight, dwa trén nén
tang cloud dé dam bdo rang cdc té chirc
cé thé duy tri trang thai bao vé manh mé
trong khi giam thiéu do phirc tap trong
van hanh.

Yeéu cau cua khach hang

Sensor c6 thé tiéu tén tai nguyén hé thong, dan dén hiéu suat giam trén cac endpoint, dic biét 14 trén phan
cung cli khong ?

C6 thé gap phai nhitng thach thire vé kha ning twong thich véi cac Gmg dung hodc hé thong hién c6, ddn dén
gian doan trong hoat dong ctia doanh nghiép.

Sensor thu thap va truyén dir liéu, diéu nay c6 thé gay ra lo ngai vé quyén riéng tu dit liéu va viéc
tuan thu cac quy dinh (vi du: GDPR, HIPAA).

Giai phap

Sensor CrowdStrike Falcon 1a mot giai phap bao vé dau cudi dua trén ddm may. N6 cung cip céc tinh ning va

loi ich sau:

- Sgnsor duoc thiét ké nhe va hi,éu qua, giam thiéu tac dong dén hiéu suat trén cac thiét bi dau cubi trong khi
van dam bao an ninh virng chac.

— HO trg nhiéu hé diéu hanh, bao gém Windows, macOS va Linux.

— Sensor Falcon khong quét ndi dung cua céc t&p dir liu, tin nhén email hodc cudc tro chuyén, cling nhu
khong ghi lai ndi dung cia céc trang web dugc xem.

— D@ dang trién khai va quan 1y, cho phép cac t6 chirc thuc hién cac bién phap bao mat ma khong can khai
dong lai hay gidn doan cong viéc ctuia khach hang.

Loi ich & Gia tri

Ting cwong Tw thé Bao mit: Cung cip cho céac to chire kha nang phat hién, ngin chin va phan tng hiéu qua
véi cac mdi de doa mang tinh vi.

Giam P9 Phirc Tap: Pon gian héa viéc quan 1y bao mat dau cudi thong qua mot nén tang thong nhét tich
hop céc kha nang phong ngtra, phat hién va phan ung.

Kha Ning Mé Réng: D& dang mé rong dé dap Gmg nhu cau cua cac to chuc dang phat trién ma khong can
dau tu ha tang 1on.



Case #1: Cai Dat Falcon Sensor

Cong nghé sir dung
Phin mém:
* (Goi cai dat Falcon Sensor

* Hb tro nhiéu OS khac nhau(Windows, Mac, Linux)

Redefining endpoint security with a one lightweight agent
* GPO (On-Demand) fmmmmmmmmmmme

Gia tri dem dén cho khach hang
Tich hop Nhidu Chirc Niing Bao Mat: Két hop cac chirc ning bao
mat nhu antivirus, EDR, XDR va Threat Intelligence vao mdt giai
phap duy nhat, gitip don gian héa quan 1y bao mat.
Str Dung Phan Tich Hanh Vi Nang Cao: Phat hién cac hoat dong
dang ngo trong nhitng event binh thuong, nang cao kha nang phat hi¢n

cac moi de doa chua biét va cac cudc tan cong zero-day.

Next-Gen AV Managed Hunting IT Hygiene Threat Intelligence

* Cung Ciap Tam Nhin Chi Tiét vé Hoat Pong ciia Endpoint: Cho

phép céac doi ngli bao mat thuc hién cac cudc diéu tra ky ludng va thu T
N A . A X 1 A Y 2 CROWDSTRIKE FALCON® PLATFORM
thap thong tin vé cac 10 hong tiém an. ! ! ! ! :
—— So—— . SO—— '
° Thlét Ké nghtwelght Pam bao hléu Sué‘[ endpoint Vg,n té)l uu trong API first — integrates with existing security products, leveraging your current security investments

khi duy tri cac bién phap bao mat viing chéc.



Case #1: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thi Cong

Néu ban chi c6 mot so it cac Endpoint can cai dat, viéc thuc hi¢n cai dat thu cong céd

thé 1 lya chon tdt nhat.

Windows:

1. Yéu cau

- Services:
+  LMHosts (Optional for TCP/IP NetBIOS Helper)
+  Network Store Interface (NSI)
+  Windows Base Filtering Engine (BFE)
+  Windows Power Service

Trén Windows Server 2016, 2019, and 2022, Windows Defender dugc bat theo

mic dinh. Dé st dung tinh nang Quarantine cua Falcon’s Next-Gen Antivirus, ban

phai vo hiéu héa Windows Defender.

- Network:

+

Falcon sensor yéu cau TLS 1.2 dé giao tiép voi CrowdStrike Cloud.
Nhing giao thirc khac, bao gom SSL hodc phién ban trudc ciia TLS s&
khong dugc hd trg.

Host phai két ndi véi CrowdStrike Cloud trén port 443 trong sudt quéa
trinh cai dat. Néu moi truong ctia ban giGi han truy cap Internet, hiy

cho phép truy cép téi IP va FQDNs cuia CrowdStrike Cloud .

Cloud domains for US-1

ts@1-b. cloudsink.net

1fodown@1-b. cloudsink.net
1foup@1-b.cloudsink.net
https://falcon.crowdstrike.com
https://assets.falcon. crowdstrike. com
https://assets-public. falcon. crowdstrike. com
https://api.crowdstrike.com
https://firehose.crowdstrike. com

CrowdStrike cloud US-2 domains

ts@1-gyr-maverick. cloudsink.net
1fodown@1-gyr-maverick.cloudsink.net
1foup@1-gyr-maverick.cloudsink.net
https://falcon.us-2.crowdstrike.com
https://assets. falcon.us-2.crowdstrike. com
https://assets-public. falcon.us-2.crowdstrike.com

https://api.us-2.crowdstrike.com

https://firehose.us-2.crowdstrike. com

CrowdStrike cloud EU-1 domains

ts@1-lanner-lion.cloudsink.net
1fodown@1-lanner-lion. cloudsink.net
1foup@l-lanner-1lion.cloudsink.net
https://falcon.eu-1.crowdstrike. com
https://assets. falcon.eu-1.crowdstrike. com
https://assets-public. falcon.eu-1.crowdstrike.com
https://api.eu-1.crowdstrike.com
https://firehose.eu-1.crowdstrike. com
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Cai Dat Falcon Sensor Thu Cong —

Néu ban chi c6 mot so it cac Endpoint can cai dat, viéc thuc hi¢n cai dat tha cong s

c6 thé 1a lua chon tot nhat.
Windows:

2. Trén Download goi cai dat Sensor tai Host setup and management > Deploy >
Sensor downloads > Windows

- File tai vé s€ c6 tén: FalconSensor Windows.exe

E=E Endpoint security

Identity protection

Exposure management

Counter Adversary

Operations

Investigate

Fusion SOAR

Foundry

Asset inventory

Attack path analysis

Dashboards and reports

Host setup and

management

CrowdStrike Store

hoard .

Host setup and management

Deploy ~

or update p

ent update m
Sensor downloads
Installation tokens

Newly inst:




Case #1: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong

3. Copy customer ID checksum (CCID) cua ban tai Host setup and management > Deploy > Sensor downloads.

Néu ban 14 ngudi dung trial, bo qua budc nay.

.-.' Host setup and management | Sensor downloads > 0 s L Q Search

Sensor downloads
d the late

Windows

Windows How to install

Windows - 7.23.19507 5 173b... Download

Qlder

Windows 7 - 71618635 S Download

Older versions

Additional info
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Cai Dat Falcon Sensor Thu Cong

4. Copy file cai sensor vao endpoint va chay file cai dat.

'
| = | Manage

Home Share View Application Tools

= « 4 [ s ThisPC » Desktop

MName

Mot backedup  Desktop

Backup Tools

Date modified

3 Quick access
FalconSensor_Windows
[ Desktop b =

I 3/9/2025 8:47 PM

e WICTOSOTE Edge
; Downloads

Docurmnents

[&=] Pictures

Jﬁ Music
System32

E Videos

® Onelrive

% % %%

@ This PC

Q’ MNetwaork

7 iterns 1itern zelected 113 MR

3/13/2025 6:29 AM

Type

Application
Shortcut

Size

115,968 KB
3KE

v O

Search Desktop
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Cai Dat Falcon Sensor Thu Cong

5. Chap nhan cac diéu khoan va dién customer ID checksum dé copy vao > Chon Install.
Néu ban 1a ngudi dung trial, bo qua bude nay.

Néu OS cuia endpoint xuat hién thong bao cap phép cho viéc cai dit, chon Yes.

CrowdStrike Falcon Sensor Setup

CrowdStrike Falcon enables enterprises to protect against malware,
including known, unknown, and zero-day threats. Additionally, Falcon
helps organizations detect advanced adversaries, providing attribution
when applicable, and defend against targeted attacks.

Installation token (optional)

INSTALL




Case #1: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thi Cong

6. Xac nhan Falcon Sensor cai dat thanh cong.

Str dung 1énh “sc.exe query csagent” dé kiém tra trang thai ctia Sensor

BN Command Prompt

icrosoft Windows [Version 18.8.19845.5608]
)} Microsoft Corporation. All rights reserved.

C:\Users\Testl»sc.exe gquery csagent

SERVICE_NAME: csagent
TYPE : 2 FILE_SYSTEM_DRIVER
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_ CODE : (ex@)
SERVICE_EXIT_CODE (0x0)

CHECKPOINT
WATT _HINT

C:%WsersiTestl:»




Case #2: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong
MacOS:
1. Yéu cau

- System:

+  Falcon Sensor hd tro cac phién ban MacOS 13, 14 va 15.

+  Cai dat Falcon sensor cho Mac yéu cau quyén administrator, hay con goi la
quyén nang cao.

+  Apple yéu cau cac phan mé rong hé thdng phai dugc phé duyét trude khi co
thé duoc load. Falcon Sensor cho Mac yéu cdu cac quyén bd sung sau trén mbi
host:

e Full Disk Access (FDA) cho Falcon M S91150 vorsion

e  Falcon system extension

e Falcon network filter extension

All suppc

Intel Us and Apple silicon nat

up

po rt i nc




Case #2: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong Cloud domains for US-1
MacOS: +5@1-b. cloudsink.net

. 1fodown@1-b.cloudsink.net
1. Yéu cau 1foup@1-b.cloudsink.net

https://falcon.crowdstrike. com
- Network: o

https://assets. falcon. crowdstrike. com

+  Falcon sensor yéu cau TLS 1.2 dé giao tiép v6i CrowdStrike Cloud. Nhiing https://assets-public. falcon. crowdstrike.com

. hite khac. b X SSL. hoi hién b3 , 1a TLS s& kho d https://api.crowdstrike.com
glao thue ac, bao gom 04c phien ban truoc cua S¢ khong duoc https://firehose.crowdstrike. com
ho tro.
CrowdStrike cloud US-2 domains

+  Host phai két n61 voi CrowdStrike Cloud trén port 443 trong sudt qua trinh cai e e o o T T e

dit. Néu moi trudong cua ban gidi han truy cap Internet, hiy cho phép truy cap Lfodown@l1-gyr-maverick. cloudsink. net
1foup@1-gyr-maverick. cloudsink.net
to1 IP va FQDNs cua CrowdStrike Cloud. https://falcon.us-2.crowdstrike. com

+  Disable deep packet inspection (hay dugc goi 1a "HTTPS interception," "TLS https://assets. falcon. us-2. crowdstrike. com
https://assets-public. falcon.us-2.crowdstrike.com
interception,”" hodc "SSL inspection"). Cac yéu t0 anh hudng pho bién véi https://api.us-2.crowdstrike.com

. .. . X n z .. https://firehose.us-2.crowdstrike. com

certificate pinning cho CrowdStrike Cloud bao gom hé thong antivirus,

firewall. hoac proxy CrowdStrike cloud EU-1 domains

2 . .

ts@1-lanner-lion.cloudsink.net
1fodown@1-1lanner-lion. cloudsink.net
1foup@l-lanner-lion. cloudsink.net
https://falcon.eu-1.crowdstrike.com
https://assets.falcon.eu-1.crowdstrike.com
https://assets-public.falcon.eu-1.crowdstrike.com

https://api.eu-1.crowdstrike.com

https://firehose.eu-1.crowdstrike.com
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Cai Dat Falcon Sensor Thu Cong —
MacOS: S
2. T4i bo cai Sensor tai Host setup and management > Deploy > Sensor downloads >

MacOS

E=E Endpoint security

Identity protection

Exposure management

Counter Adversary

Operations

Investigate

Fusion SOAR

Foundry

Asset inventory

Attack path analysis

Dashboards and reports

Host setup and

management

CrowdStrike Store

d W

Host setup and management

sor update
Content upd
Sensor downloads

ation tokens

y installed se

Response and containment ~

ripts and files




Case #2: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong
MacOS:
2. T4i bo cai Sensor tai Host setup and management > Deploy > Sensor downloads >
MacOS
- Copy Customer ID Checksum (CID) cuia ban tai trang Sensor Downloads.

E .-: Host setup and management Sensor downloads

Sensor downloads

macOS - 7.23.19402

Older versions

How to install




Case #2: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong
MacOS:
3. Double-click dé mo file .pkg da download.

Khi bd cai cho Falcon Sensor cho Mac chay> Click Continue

¥ Install CrowdStrike Falcon Sensor

Welcome to the CrowdStrike Falcon Sensor Installer

) CrowdStrike Falcon enables enterprises to protect against
Introduction malware, detect advanced adversaries, providing attribution
when applicable, and defend against targeted attacks.

To get started installing Falcon Sensor version 7.23.19402.0,
click Continue.

Need help? Contact or your system administrator.

Continue
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Cai Dat Falcon Sensor Thu Cong
MacOS:

4. Panh gia Chinh sach quyén riéng tu va diéu khoan str dung va chon Continue

¥ Install CrowdStrike Falcon Sensor

Important Information

. Please review our
Introduction before installing.

Read Me

Continue
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Cai Dat Falcon Sensor Thu Cong
MacOS:
5. Khi mot cira s hién ra, ddng nhap bang tai khoan voi quyén administrative va chon Install Software.

Trong ctra s6 cai dat, dién customer ID checksum (CCID) cua ban > Chon Continue.

CrowdStrike Falcon Sensor Setup

ﬁ . CROWDSTRIKE

Installer
Introduction Installer is trying to install new software.

Read Me Provide your customer ID checksum (CCID) to license this host.

Enter your password to allow this. . . N N
You may optionally provide an installation token.

Destination Select
Mac-Company
Installation Type
Installation
Customer ID with checksum

Install Software (e JKLM

Cancel

Installation token (optional)

Continue




Cai Dat Falcon Sensor Thu Cong

MacOS:

6. Click Setup va khi c6 bang thong bao hién 1én, click Allow dé cho phép network content filtering > Chon

Continue.

CrowdStrike Falcon Sensor Setup

CROWDSTRIKE

The CrowdStrike Falcon Sensor system extension has to be manually
approved. Click Setup and wait for the macOS prompt asking for
acceptance.

When asked to filter network content, click Allow.

Network Filter not loaded

Go back

“Falcon” Would Like to Filter
Network Content

All network activity on this Mac may be
filtered or monitored.

Allow Don't Allow
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Cai Dat Falcon Sensor Thu Cong

MacOS:

7. Click Setup va khi c6 bang thong bao hién 1én, click Open System Settings. Trong Security section, click Allow dé cho phép system

extension access.

Khi c6 bang thong bao hién 1én, ding nhép bang user c6 quyén quan tri va click Modify Settings > Chon Continue.

CrowdStrike Falcon Sensor Setup

CROWDSTRIKE

The CrowdStrike Falcon Sensor system extension has to be manually
approved. Click Setup and wait for the macOS prompt.

When the System Extension Blocked message appears, click Open
System Settings, then Allow "Falcon” to load.

Extension not loaded

Go back

=| Wi-Fi
% | Bluetooth

@ Network

" Motifications
@ sound

& Focus

®  Screen Time

. General

¢ Appearance
) Accessibility
m Control Center
= Siri & Spotlight

& Privacy & Security

=] Desktop & Dock

Security

Allow applications downloaded from

App Store

& App Store and identified developers

System software from application “Falcon” was blocked from loading.

. FileVault

8 Lockdown Mode

Others

. Extensions

. Profiles

Allow




Case #2: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong
MacOS:
8. Click System Settings trong cira so cai dit.

Tai MacOS Privacy & Security > Chon Full Disk Access.

dStrike Falcon Sensor Setup

CROWDSTRIKE

You must grant Full Disk Access on the host for the CrowdStrike
Falcon Sensor to work properly. Click System Settings to grant Full
Disk Access to Falcon Sensor.

Full Disk Access not granted System Settings




Case #2: Cai Dat Falcon Sensor

Cai Dat Falcon Sensor Thu Cong

MacOS:
9. Trong Full Disk Access section, cho phép Falcon Sensor quyén Full Disk Access.

Khi c6 bang thong bao hién 1én, dang nhip bang user c6 quyén quan tri va click Modify Settings > Chon Continue.

Full Disk Access

. Sign in ' ‘r
. Falcon Sensor

= Wi-Fi

% Bluetooth ] vmware-tools-daemon Privany &Senurity

® Network Privacy & Security is trying to modify

& Notifications your system settings.

& sound
T S.—-- I T ET Y| '|_-._
B rocus Enter your password to allow this

2 | Screen Time Maﬂ—cﬂmpﬂnﬁf
. General

@) Appearance ( IT XTI Y
@) Accessibility

. Control Center

Modify Settings

= Siri & Spotlight

§ Privacy & Security
Cancel

[Z) Desktop & Dock

&t Nienlave
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Cai Dat Falcon Sensor Thu Cong
MacOS:
10. Click vao thong bao Falcon notifications.
Ngoai ra, ban c6 thé nhp vao Notifications trong thanh bén cua cira sd System Settings trén
macOS. Trong phan Application Notifications, tim Falcon Notifications.

Kich hoat dé cho phép thong béao tir Falcon. < Falcon Notifications

" Allow notifications

o Falcon Notif

tEaleon Motifications™ Notifications

MNotifications may include alerts, sounds,
and icon badges.

Show notifications on lock screen

Show in Notification Center

Badge application icon

Play sound for notification

Show previews

Maotification grouping

Default £

Automatic £
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Cai Dat Falcon Sensor Thu Cong
MacOS:
11. Mot cai dat hoan chinh véi ba dau tich mau xanh. D4u tich mau xanh cho biét cam bién da

duoc cai dat thanh cong, da dang ky, hoat dong va két ndi v6i CrowdStrike Cloud.

CrowdStrike Falcon Sensor Setup

CROWDSTRIKE

CrowdStrike Falcon Sensor setup is complete.

Sensor is registerad
Sensor is operational

Sensor is cloud connected

Finish




Case #2: Quan Ly Host

T(K)ng quan

Xem théng tin quan trong vé cdc host
ciia khdch hang va quan 1y ching bang
cdch thuc hién cac hanh dong nhu thém
hodc xoa Grouping tags, cap nhdt trang
thai cach ly, kich hoat hodc vo hiéu hoa
cdc detection.

Yéu cau:

Subscription: Host management bao gom trong tat ca cac subscription.
Default roles: Quan Iy host groups c6 thé dugc thuc hién boi cac default roles

Nhirng default roles c6 thé thdy host management section va quan Iy cac host group:

+

+

Nhitng default roles c6 thé thay host management nhung khong thé quan Iy host groups:

+

+

+

Falcon Administrator

Endpoint Manager

Prevention Policy Manager
Falcon Analyst
Help Desk Analyst



Case #2: Quan Ly Host

Théng tin tong quan cia host

1. Bang tong quan ciia host hién thi thong tin chi tiét vé cac host ctia khach hang nhu 1a sé luong host theo loai host, s6 lwong host online hoic offline,

s0 lugng host trén moi nén tang va hé diéu hanh,.... Bang di€u khién cling hién thi thong tin tong quan cap do cao vé pod cho cac cloud container dugc

bao mat bang Falcon Container Sensor Linux.

.... Host setup and management

Identity protection

Exposure management

Counter Adversary

Operations

Investigate

Fusion SOAR

Foundry

Asset inventory

Attack path analysis

Dashboards and reports

Host setup and

management

H

Host setup and management

Manage endpoints ~

Hos

Host man

Host groups

Content upda

Tl Updated

Host retention polici

Zero trust a

or

health

nicon p

Monito

hlon

yment

Q Ssearch

Servers




Case #2: Quan Ly Host

Thong tin tong quan ciia host
2. Vi du vé Host dashboard

.-; Host setup and management | Host dashboard []

Total hosts Workstations

Last day Last day

12 7/

Kubernetes clusters Online hosts

Last day Last hour

O 11

Q search

Servers

Last day

3

Offline hosts

Last hour

18

Contained hosts

1

Recently installed sensors Sensors with cloud-protected uninstall hosts Sensors without cloud-protected uninstall hosts

Last day Last day Last day

2 7 O

0OS platform-based hosts Windows hosts Linux - Pod hosts

Last day Last day ast day

Windows Windows 10

No data found
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Trang Host Management

1. Trén trang Host Management, xem thong tin vé mdi host bao gom OS, loai host,

prevention policy duoc ap dung tdi host, trang thai cach ly ctia host va phién ban cua sensor.

.-.. Host setup and management

Identity protection

Exposure management

Counter Adversary

Operations

Investigate

Fusion SOAR

Foundry

Asset inventory

Attack path analysis

Dashboards and reports

Host setup and

management

Host setup and management

Manage endpoints ~

Host dashboard

Type
Host groups

Content update Domain Contr...

Host retention polici

Zerotrust a Domain Contr...

Domain Contr...

Workstation

Workstation




Case #2: Quan Ly Host

Trang Host Management
2. Tur trang Host Management, co thé xem prevention policy nao dugc ap dung cho

mot host. Cot Prevention Policy co thé c6 cac gia tri sau:

e "No Policy" - Néu host vira dugc cai dat Falcon Sensor va Falcon Cloud van

chua danh gid chinh séch nao la phu hop, hodc host khong con hoat dong.

e "{Policy Name}" & "{Applied Date}" — Tén cua policy di dugc diy xudng host

va thoi gian ma host nhan dugc policy.

e "{Policy Name!" & "Changes pending" - Tén cua policy s& duoc diy xudng

host.

e "Policy Deleted" & "Changes pending" — Host c6 mot policy da bi x6a va Falcon
Cloud van chua xac dinh policy méi nao ma Sensor nén nhan. Trong thoi gian
chuyén tiép nay, host sé tiép tuc str dung policy di duoc ap dung trudc d6 trong

khi cho nhan policy méi tir Falcon Cloud.

Prevention po...

Mar. 11, 202..
Prevention po...

Changes pen...

Default (Wind...
Apr. 2, 2025..
Default (Wind...
Mar. 7, 2025..

Default (Wind...
Mar. 11, 202.

Malware Prev...
Mar. 12, 202.

Malware Prev...
Mar. 3, 2025.

Sensor updat...

Mar. 11, 202..
Uninstall Policy
Apr. 2, 2025_
Default (Wind...
Apr. 2, 2025..
Default (Wind...
Mar. 7, 2025..

Default (Wind...
Mar. 11, 202.

Default (Wind...
Mar. 10, 202..
Policy deleted

Changes pen...

Content upda...

Mar. 11, 202..
Default (all)
Mar. 10, 202.

Default (all)
Apr. 2, 2025..
Default (all)

Mar. 7, 2025.

Default (all)
Mar. 11, 202.

Default (all)
Mar. 10, 202..
Default (all)

Mar. 3, 2025.

Host retentio...

Mar.

Default Policy...
10, 202

Mar.

Default Policy...
2, 2025

Apr.

Detfault Policy...
7, 2025..

Mar.

Default Policy...
11, 202.

Mar.

Default Policy...
10, 202.

Mar.

Default Policy...
2025..

Mar. 3,

11, 202




 Case #2: Quan Ly Host

Trang Host Management
3. Trang Host Management c6 thé loc, tim kiém, va tiy chinh cac cot giup tim kiém va quan Iy
host tot hon.

Str dung thanh lgc ¢ trén cung dé tim kiém mot host cu thé, hodc nhép vao cac bo loc mac
dinh dé xem nhiéu muc tiéu hon.

Dé chon céac cot hién thi trong bang Host Management, nhép vao biéu tuong ', sau do
chon cac cot mong mudn.

— ,-. Host setup and management os it | Q search

Hosts

Saved filters ~ 3 Searchallfields @  Add filters —+

29 items
Firstseen C | OSversion O Z | LocallP ¢ | MACaddr.. Sensorve.. & |

Mar. 11, 202.

Prevention po...

Windows 10 Workstation 200010 00-0¢-29-26-... 7.2319507.0 Uninstall Sen...
Changes pen...

Default (Wind...

Windows 10 Workstation 200010 00-0c-29-26-... 7.2319507.0 Group Win
Apr. 2, 2025.

Host groups Prevention po...

Apply

Sensor updat... | |

Mar. 11, 202_

Uninstall Policy

Apr. 2, 2025-

Default (Wind... Default (all)
Apr. 2, 2025-

ors () Off

[ Export

Host retentio...




Case #2: Quan Ly Host

Trang Host Management

4. Vi du bang Host management

:.. Host setup and management jost management Q Search

Hosts Hidden hosts Host groups Host retention policies ontent update states

Saved filters v ¢ Searchall fields @  Add filters -+ Apply One-click filters (I Off

29 items (7 Export

A

Hostname Lastseen O Firstseen C | OSversion C | Type C | LocallP C | MACaddr.. L | Sensorve.. C | Hostgroups Prevention po.. | Sensorupdat.. |

Default (Wind... Default (Wind...
Mar. 12, 202. Mar. 12, 202.

Windows Ser... Domain Contr... 10.22.0.102 721192050

Prevention po...

Windows Ser... Domain Contr... 722194090 Lab_Server_G...
Mar. 27, 202

X ) Prevention po...
Windows Ser... Domain Contr... -ad-... 722194090 Lab_Server_G... 7 B son
Mar. 27, 202 . 28, 202
Default (Wind... Default (Wind...
Feb. 28, 202. Feb. 28, 202

DESKTOP-5E... . . Windows 10 Workstation 192168.4135 -a5-... 7.2119205.0

Prevention po... Default (Wind...
Mar. 17, 202.. Mar. 17, 202..

DESKTOP-DO... 2 . . Windows 10 Workstation 192168641 -c0-... 722194060 Group Win, La...




Case #2: Quan Ly Host

Trang Host Management
5. Xem bang tong quan host
Pé mé bang tong quan host, chon vao mot host trong list.
Luwu y: Thong tin hién thi trén bang tong quan host thay di tuy theo géi dang ky
san pham Falcon va user role cta ban.
Thong tin trang thai cta host va cac lién két nhanh dé thuc hién cac hanh dong khac
nhau c6 san ¢ trén cling cua bang:
- Xem trang thai truc tuyén hién tai cua host:
+  Online (blue): Host dd dwoc nhin thiy gan dy, va ching toi tu tin ring
n6 hién dang truc tuyén..
+  Offline (gray): Host chua duoc nhin thiy trong mot thoi gian, va ching
t6i tyr tin rang noé hién dang ngoai tuyén.
+  Unknown (amber): Host chua dugc nhin thiy gan ddy, va chung toi
khong tu tin vé trang thai hién tai cia no.
- Két ndi véi host va thuc hién cac hanh dong phan tng theo thoi gian thuc
- Vo0 hiéu hoa hoac kich hoat lai cac detection trén host
- Xem va thay d6i trang thai cach ly cua host
- Xoba host

- Lay ma host maintenance token dé g cai dat sensor

Host information

DCA1

Host info

Host status

® Online

Serial number

VMware-56 4d 8d 91 fe 23 86 e3-1...

20002

Default ga

Asset details >[]

Actions ~

Network contain host

Host timeline [23

Disable detections
Asset details
Asset graph

Host search

Add grouping tags

Remove grouping tags

Connection IP

20002




Case #3: Quan Ly Nhom Host

T(K)ng quan

Cdc nhém host cho phép gdn cdc thiét
Idp policy, ndng cdp Sensor, tiy chinh
dwong dan tép ngoai 1é va nhiéu hon
nita. Cdc host 6 thé thugc nhiéu nhém
khdc nhau, givip diéu chinh policy va cdc
thiét lgp cdau hinh khéc theo nhu cau cia
moi truong khach hang.

Phan loai:

C6 hai loai nhém host: dynamic va static. Loai nhém dugc chon khi ban tao nhom host va khong thé thay

doi sau do.

Nhom host dynamic sé& tréng sau khi tao. Dé thém host, dinh nghia bo loc dua trén cac thudc tinh nhu thé
nhom, dai IP/CIDR, phién ban hé diéu hanh, OU Active Directory, hodc tién to/hau to cia tén host. Khi co
cac host phu hop véi quy tac d3 thiét 1ap tur trude, ching s€ ty dong dugc thém vao nhom. Khi c6 mot host
khong con phit hop voi quy tic di thiét 1ap, no sé tu dong bi x6a. Chiing t6i khuyén ban nén sir dung nhom
host dynamic trong hau hét cac trudng hop.
Nhoém host static duge dinh nghia tha cong. Nhom host static phu hop cho céc host trong moi truong tinh,
chéng han nhu QA hodc cho muc dich thir nghi€ém, hodc khi bd loc nhoém host dynamic khong du. Khi tao
mot nhém host static, ban phai chon cach thém host béng hostname hodc host ID (con goi 1a agent ID). Ban
c6 thé thém host vao nhom host static bang bat ky phuong phap nao sau day:

e Bang cach chon host thong qua st dung bd loc trong Falcon console

e Bing cach nhap thi cong host trong Falcon console

e Bing cach tai 1én mot tép van ban chira danh sach cac host



Case #3: Quan Ly Nhom Host

Tao mgt nhom host

1. Diéu hudng t6i Host setup and management > Manage endpoints > Host groups.

Chon Add New Group.

.... Host setup and management

Identity protection Add New Group
Host setup and management
Exposure management GROUP TYPE CREATED BY
; %
Manage endpoints ~ Dynamic
Counter Adversary
Operations S d GROUP TYPE CREATED BY
; %
18e5af6ffa236936f Dynamic
Investigate ost gre GROUP TYPE CREATED BY
4b300411c30de8822 Static by hostname B
Fusion SOAR
GROUP TYPE CREATED BY
Foundry i7a02728e80b2548... Static by hostname =
Asset inventory GROUP TYPE CREATED BY
s e / =
1c8eeb9101c20f6c05 Static by host ID %
Attack path analysis
GROUP TYPE CREATED BY
laacdeB8830651c423 =

Dashboards and reports

Host setup and

management

CrowdStrike Store

Deploy ~

b7a01dbd1e95657e

Static by host ID

® O ® ® ©®



Case #3: Quan Ly Nhom Host

Tao mgt nhom host
2. Pién tén, mo ta

- Chon group type: Dynamic, Static theo host ID hoic Static theo hostname.

- Chon ADD GROUP

NAME

Windows Group

DESCRIPTION

Group Type

One type per group, and type can’t be switched later. About host groups

) Dynamic
Create a rule to autonfatically add and remove hosts based on filters

) Static by host ID
Add or remove hosts llased on host 1D

() static by hostname

Add or remove hosts fased on hostname

CANCEL ADD GROUP




Case #3: Quan Ly Nhom Host

Tao mgt nhom host

3. Gan cac host vao mot nhom host

- Gan cac host vao mgt nhom static

+ Banco thé gan host vao nhom static béng cach chon host hién c6 trong console hodc tai I1én danh sach host ID hodc hostname.

+  Khi tai 1én cac host bang hostname, Falcon kiém tra xem hostname tai 1én c6 khép vé6i cac host hién cé trong Falcon console hay khong. Néu
ban mudn thém host vao nhom trude khi trién khai Sensor, ban ¢6 thé tit tinh nang xac nhan tinh hop I¢ cua host.

+  Note: Ban c6 thé gan t61 1,000 host vao mdt nhom static cung luc.

+  Tai trang ciia nhom static group > Chon Add hosts néu chon host c6 sén trong Falcon console hoic Upload Hosts néu mudn tai 1én danh sach

host thu cong.

Hosts currently targeted by this group

Add hosts & lij i _

Hostna... < Last Seen First Seen < 0S Vers... ¥ 0OU 7 Prevention ... Firewall Pol... Response P... Sensor Upd... USBE Device... Metwork.. ¥ Sensor.. < GroupingT..

.

(-

No Hosts in Group Yet

ADD HOSTS



Case #3: Quan Ly Nhom Host

Tao mgt nhom host

3. Gan cac host vao mot nhom host
- Gan cac host vao mft nhom static
+  Chon cac host trong Falcon console:
e  Chon vao checkbox ké bén mdi host muén gan vao nhém. Chon bo loc dé thu hep lai danh sach cac host dugc hién thi.
e  Chon Add dé gan cac host di chon vao nhom.
e  Chon Add hosts trong bang hop thoai dé thém host.

e  Chon Done ¢ goc phai dé hoan thanh viéc gan host vao group.

Host setup and management

Q Type to filter

Platform OS Version Network Containment

Status

domain Controller

=] Selected 4 of 14 hosts Add T
Hostname <  LastSeen <  First Seen <  OS Version <  Prevention Poli.. Firewall Policy Response Policy  Sensor Update..  Network Co.. & Sensor Ver.. < Grouping Tags <
DC-1 Apr. 4,20250..  Mar. 12,2025 0.. Windows Serv.. Cﬂr:r"';;“‘;&%"w'j Effla;‘;‘ TR Rﬂ‘;f"g;“;ogg'; Lot 28,2095 Normal 7.22.19409.0

¥l | DESKTOP-DOO.. Mar. 23,2025..  Mar.17,20251..  Windows 10 ;’\f’r"ﬁ';“l)ogy_?:'f L‘:’;P)‘jﬂ““}‘iilo‘ s’ﬁf’:’l’fsfdsf'{ a‘ja“‘; ;‘3’;’;"1";‘" Normal 7.22.19406.0

~ | DESKTOP-K80.. Apr.2,20251%. Mar. 10,2025 1. Windows 10 i',f;"f’lfgl";f“,'ﬁ "A:'l-'z"“;j‘;z T | et o ‘,i:l‘r“;”z”o'zg';gv Normal 7.23.19507.0

| | DESKTOPK80.. Apr.4,20250.  Apr.2,202515.. Windows 10 Rt || AP | | IR | RIS | o 723195070




Case #4: Chinh Sach Phat Hién va Ngan Chan

T(K)ng quan

CrowdStrike Falcon sir dung nhiéu
phuong phép khéc nhau dé phat hién cd
cac moi de doa da biét va chuwa biét.
Piéu nay gitip dam bdo viéc phdt hién va
ngdn chdn cdc cudc tin cong & nhiéu
giai doan, va ciing la ly do tai sao viéc
kich hoat tat cd cdc chinh sdach ngan
chan dwoc khuyén nghi la rdt quan
trong.

Chinh Sach Ngan chan

- St dung Prevention Policies dé quan 1y hoat dong sé& kich hoat cac phat hién va ngan chin trén cac host cta ban,
ma ban sé& theo ddi trong trang Activity. Cac chinh sach duoc gan cho cac host trong nhom host. Tuy theo nén tang
ma céc thiét 1ap ngin chan s& khac nhau.

- Ban c6 thé c6 t6i da 100 chinh sach tuy chinh.

Thiét Lap Chinh Sach Ngiin Chiin

- Kiém tra tit ca cac chinh sach da thay ddi trong moi truong thir nghiém trudc va sau do trién khai cac thay d6i vao
mdi trudong chinh theo timg giai doan. Ban c6 thé phan loai cac phat hién va diéu chinh cai dat khi can thiét dé
thay it két qua duong tinh gia hon, sir dung quan 1y IOC, ML va IOA exlusion.

- Ddi voi cac khach hang méi, ching t6i khuyén ban nén ap dung phuong phap ba giai doan dé cau hinh cac chinh

sach ngan chan.



- Case #4: Chinh Sach Phat Hién va Ngian Chin

1. Tao chinh sach

- Di chuyén téi Endpoint security > Configure > Prevention policies.

- Chon Create policy.

= é Endpoint security | Prevention policies ows [

Windows prevention policies

== Windows

7 Windows policies
Precedence

Enabled >revention p

Enabled

Prevention policies for Servers

Malware Prevention Policy. [Test

ies for Workstati...

Q Search

4ef19ee73fed4de...

eafef96c1dfb434...

Created

Mar. 17, 2025 11:46:48

Mar. 17, 2025 15:24:14

Mar. 3, 2025 12:03:31

Last Modified

Mar. 17

, 2025 15:38:32

, 2025 11:13:51

Edit precedence

Applied

Create policy

Pending

A

Prevention policies > Win

E=E Endpoint security

Bookmarks Endpoint security

Recently visited
USB device control ~

Next-Gen SIEM
Endpoint security
Cloud security
Identity protection
Exposure management
Counter Adversary
Operations
Investigate

Fusion SOAR

Foundry




Case #4: Chinh Sach Phat Hién va Ngan Chan

1. Tao chinh sach

- Dién céc thong tin vé platform, policy name, va description.

- Chon Create Policy

Create prevention policy

Policy name Platform

Policy for Windows Windows

Windows
Description (optional)

Mac

Linux

l Create policy l




_ Case #4: Chinh Sach Phat Hién va Ngiin Chiin

1. Tao chinh sach

- Enable hoic disable cac thiét 1ap ngin chin trong tab Settings.
- Dé luu céc thiét 1ap ngén chén, chon Save, sau d6 chon Confirm.

- Dé bat chinh sach, chon Enable policy.

== B Endpoint security Prevention policies > Windows » |

Policy for Windows 27

Settings groups
Setting Name % Required setting is OFF
ensor capabilities
End user notifications

Unknown executable analysis

= Unknown detection-related executable anal...

Q search

Enable policy Duplicate policy

58 Windows 3f1622a440548a5aac0a8bb778468e8 [T

7of8 . 4, 2025 15:.. Apr. 4, 2025 15:.

.

@® Interpreter-only visibility

Provides visibility into malicious PowerShell interpreter usage. For
hosts running Windows 10, Script-Based Execution Monitoring may bj

used instead.




Case #4: Chinh Sach Phat Hién va Ngan Chan

2. Gan chinh sach ngan chin vao mot group host

- Di dén tab Assigned Host Groups.
- Chon Assign host groups to policy

E Endpoint security Prevention policies > Windows > Policy for Windows [ Q Search

POI icy fo r Wi n d OWS 7/ € y Enable policy Duplicate policy

22 Windows 3f1622a440548a5aac0a8bb 77846868 )

Apr. 4, 2025 15:  Apr. 4, 2025 15:..

Settings Assigned host groups Assigned custom IOAs Audit log

No host groups assigned yet

Assign host groups to policy




Case #4: Chinh Sach Phat Hién va Ngan Chan

2. Gan chinh sach ngan chin vao mot group host AR o s

- Chon mdt hodc nhiéu group host.

Select one or more groups to assign to this policy. To create a new group, go to Groups.

- Chon Assign groups.

Sau khi ban gdn mot group host cho mot chinh sach, group host d6 s& khong con xuat

hién trong danh sach céac group c6 san.

Name Description

Group Win

Lab_Linux_Group

Lab_Server_Group

Lab_Workstation_Group All hosts for Lab environment

Test Group Linux - Platform - B This group testing for linux machine

Uninstall Sensor

Assign groups



Case #4: Chinh Sach Phat Hién va Ngan Chan

3. Chinh sach wu tién

Xac dinh céc thiét lap céu hinh cua chinh sach nao duoc ap dung cho mot host khi host d6 1a thanh vién cua nhiéu chinh sach ngan chan. Vi¢c

dinh nghia céc chinh sach véi cac mic uu tién khac nhau dé giai quyét xung dot. Khi gip xung dot, cloud sé tu dong ap dung chinh sach c6

murc uu ti€n cao hon (1 cao hon 2, 2 cao hon 3, v.v.).

Néu mot host khong thudc bat ky nhom nao, hodc cdc nhém ma n6 thude khong coé chinh sach nao dugce gan, host do sé tu dong dugc gan cho

chinh sach mac dinh.
Chon Edit precedence
Kéo tha dé sap xép lai cac chinh sach

Chon Save

E E Endpoint security Prevention policies > Windows [J] Q Search

Windows prevention policies

== Windows

8 Windows

Precedence

policies

Name

Enabled Prevention policies for Workstati... 4ef19ee73fed4de...

Enabled Prevention policies for Servers 62dc6b83baff4b...

Enabled Malware Prevention Policy. [Test eafef96c1dfb434...

Created

Mar. 17, 2025 11:46:48

Mar. 17, 2025 15:24:14

Mar. 3, 2025 12:03:31

Last Modified

Mar. 17, 2025 12:13:08

Mar. 17, 2025 15:30:32

Mar. 12, 2025 11:13:51

Edit precedence Create policy

Applied

Pending

Precedence

Status

Enabled Prevention policies for Workstati...

Enabled Prevention policies for Servers

Enabled Malware Prevention Policy [Test]




Case #4: Chinh Sach Phat Hién va Ngan Chan

4. Cac thiét 1ap chinh sich ngin chin

- Céc chién thuat playbook tiéu chuan cho ké thu tin dung viéc nang quyén va danh cap thong tin diang nhap. Nhimng chién thuat ndy cho phép di chuyén
ngang hang, khai thac hodc xam nhap vao cac hé thong trong méi truong ciia ban. Do d6, viéc ¢ cai nhin tong quan vé cac hoat dong qua tat ca cac giai
doan tan cong 1a rat quan trong. Chi bat 8 trong s6 10 tiy chon chinh sach khong c6 nghia 1a ban dugc bao vé 80%. Néu cac cai dat can thiét dé phat hién
mdt cude tan cong doc hai cu thé trong moi trudng cua ban bi tat, ban van co thé bij ké tan cong xam nhap 100%.

- Chon tab Settings dé thiét lap c4u hinh cho Prevention Policies.

= {3 Endpoint security | Prevention policies > Windows > Policy for Windows [ Q Search

Disable policy

Policy for Windows 7

N e S8 Windows e3f1622a440548a5a

70f8 Apr. 4, 2025 15:.

Settings Assigned host groups Assigned custom |IOAs Audit log

Setting Name | 3 Required setting is OFF |  Compare v
Sensor capabilities

= End user notifications
* Unknown executable analysis

= Unknown detection-related executable anal...

* Sensor tamper prevention




_ Case #4: Chinh Sach Phat Hién va Ngin Chin

4. Cac thiét 1ap chinh sich ngin chin

Chon vao mot cai dat dé xem mo t4, yéu cau va chinh sach khuyén nghi ba giai doan.

E E== Endpoint security | Prevention policies > Windows > Policy fo ws [l Q search

Settings Assigned host groups Assigned custom |I0As Audit log

Setting Name | % Required setting is OFF

Sensor capabilities % End user notifications

% End user notifications
Show a pop-up notification to the end user when the Falcon sensor
blocks, kills, or quarantines. These messages also show up in the

*= Unknown executable analysis . . .. .
Y Windows Event Viewer under Applications and Service Logs.

= Unknown detection-related executable anal...

% Sensor tamper prevention Windows prevention policy setting

Sensor visibility | Enhanced visibility recommendations - three-phase view

@ Additional user mode data visibility Phase1-
For rapid
@ Interpreter-only visibility deployment

with pre-
@ System management engine visibility existing AV

@ Script-based execution visibility Sensor End Usar Customer

Capabilities Notifications preference
@ HTTP visibility and detection




Case #4: Chinh Sach Phat Hién va Ngan Chan

4. Cac thiét 1ap chinh sich ngin chin

Ban c6 thé so sanh chinh sach nay voi cac chinh sach khac. Di chuyén t6i Compare > Chon policies
ban mudn so sanh> Chon Compare.
CrowdStrike cung cdp 3 policy (rng véi 3 giai doan gilp ngudi dung cé thé dé dang so sanh

L i

E E=E Endpoint security | Prevention policies > Windows > Poli /S Q search

Settings Assigned host groups Assigned custom IOAs Audit log

Setting Name 3k |  Preve.. X

Sensor capabilities

Prevention policies for Workstati...

= End user notifications

Prevention policies for Servers

Unknown executable analysis

Malware Prevention Policy [Test]

= Unknown detection-related executable anal... Phase 3 - optimal protection
Phase 2 - interim protection
Sensor tamper prevention

Phase 1 - initial deployment

ty | Enhanced visibility Default (Windows)

Additional user mode data visibility




Case #4: Chinh Sach Phat Hién va Ngan Chan

4. Cac thiét 1ap chinh sich ngin chin

Xac dinh mirec 39 Machine Learning cho cac chinh sich Machine Learning trong to chirc ciia ban.

Level

Disabled

Cautious

Moderate

Aggressive

Extra

Aggressive

Description

Disable all detections or preventions.

Detect or prevent only when our machine learning system has high confidence that something is malicious.
Detect or prevent when our machine learning system has moderate confidence that something is malicious.
We recommend this setting for most use cases. This setting also detects and prevents activity that would be

detected or prevented by Cautious.

Detect or prevent when our machine learning system has low confidence that something is malicious. This

setting also detects and prevents activity that would be detected or prevented by Moderate and Cautious.

Detect or prevent when our machine learning system has the lowest confidence that something is malicious.
This setting also detects and prevents activity that would be detected or prevented by Aggressive,

Moderate, and Cautious.




Case #4: Chinh Sach Phat Hién va Ngan Chan

4. Cac thiét 1ap chinh sich ngin chin

- Cach tiép can ba giai doan trong trién khai cac thiét lap chinh sach ngan chan, cung cap mot 16 trinh c6 cdu tric tir viéc trién khai ban dau dén viéc
thyc hién day dl cac best practice cla chiang t6i. Néu khach hang dang st dung cac bd phan mém diét virus hodc HIPS, hay bat dau vdi giai doan 1
dé gidm thiu xung dét co thé xay ra. Néu khong sir dung phan mém diét virus hodc HIPS, hay bat dau véi giai doan 2. S&r dung quy trinh kiém soat
thay déi dé tién hanh cap nhat cac host sang giai doan tiép theo, diéu chinh cac exclude, quan ly 10C va cac quy tic IOA tuy chinh dé tinh chinh cdu
hinh va giam thiéu cac canh bao gia trong moi truong khach hang.

- Thong thuong, khong nén mat qua 45 ngay dé hoan tat viéc trién khai cdm bién dén tat ca cac endpoint da diéu kién va chuyén sang cai dat giai doan

2. Khéng nén mat qua 90 ngay sau khi trién khai dé ap dung cai dat giai doan 3 cho tét ca cac host.
Lwu y: Dai vai trién khai [an dau hodc trién khai trong moéi trwéng nhiéu rng dung nhay cdm, khuyén nghj sir dung
chinh sach giai doan 1 (Chi phat hién) hodc 2 (Bao vé t6i thiéu) dé theo doi va tranh xung dét véi cac rng dung

ngay khi vira trién khai




Case #4: Chinh Sach Phat Hién va Ngan Chan

4. Cac thiét 1ap chinh sach ngin chin

Virus & threat
protection Have a question?

Sau khi policy duwoc day thanh cong, kiém tra trén Windows Defender

sé thay da bi thay thé béi CrowdStrike Falcon Sensor Get hel
Protection for your device against threats. P

. Who's protecting me?
CrowdStrike Falcon Sensor P J

. . Manage providers
CrowdStrike Falcon Sensor is turned on.

Current threats

Help improve Windows Security
© No actions needed.

Give us feedback

Protection settings

© No actions needed. . )
Change your privacy settings
Protection updates View and change privacy setting
@ No actions needed. for your Wlndf)ws 11 Home Singl
Language device.
Open app Privacy settings
CrowdStrike Falcon Sensor Privacy dashboard

CrowdStrike Falcon Sensor is turned on. Privacy Statement

Current threats

© No actions needed.

Protection settings

© No actions needed.

Protection updates

© No actions needed.



Case #5: Endpoint Monitoring

Theo doi cac phat hién
1. Téng quan

Giam sat cac phat hién tir endpoint dé hiéu hoat dong dang dién ra trong méi truong. Xem
thong tin chi tiét vé cac process, tép, hanh vi nghi ngd va két qua quét theo yéu cau.
2. Hiéu vé cac phat hién trén endpoint

The Falcon console provides cung cap thong tin vé cac tép va hanh vi nghi ngo dudi dang
cac phat hién riéng 1¢. Cac phat hién nay c6 thé canh bao vé nhiéu hoat dong dang dién ra trén cac
may tinh, tir sy hién dién ctua mét file doc hai dudi dang ddu hiéu xAm nhap (IOC) dén mot tap
hop tinh vi ctia cac hanh vi nghi ngd duéi dang ddu hiéu tin cong (I0A).
3. Lam viéc qua phat hién endpoint

Dbi véi cac phat hién tir endpoint trén cac may Windows, macOS va Linux, Falcon cung

cap thong tin trong Endpoint security > Monitor > Endpoint detections.

E=E Endpoint security

Bookmarks

Recently visited

Next-Gen SIEM

Endpoint security

Cloud security

Identity protection

Endpoin

]

Endpoint security

Monitor ~
Activity dashboard

re incidents
Endpoint detections
Quarantined files
On-demand scans

Remediation




Case #5: Endpoint Monitoring

Theo doi cac phat hién
3. Lam viéc qua phat hién endpoint
- Loc, sip xép va nhom cac phat hién: Theo mic dinh, tit ca cac phat hién déu duoc hién thi va duoc sap xép theo thoi gian, tir mdi nhat dén cii nhat.
Thu hep va tinh chinh hién thj theo y cua ban béng cach loc, sép xép, va nhom céc phat hién.

- Hién thi hodc an céc cot trong bang bang cach nhap vao Configure table columns.

= B Endpoint security Endpoint dete Q Search

Detections 85 results (85 total)

Search detections Q@  Sewerity ~  Time ~  Status ~  Tactic ~¥  Technique ~ Tags ~ Host v  Addfremove filters +

=" Group by T Sort by Time: Newest to oldest ﬁﬁ

18:21:47 vmtoolsd.exe on DESTOP-WI... Defense E... toolsd.e... DESTOP-...




Case #5: Endpoint Monitoring

Theo doi cac phat hién

Apr. 12, 2025 18:21:47

‘. vmtoolsd.exe on DESTOP-WIN10- |nvestigate ~  Actions

3. Lam viéc qua phat hién endpoint
B by User

- Xem thém chi tiét vé mot phat hién: Nhap vao mét phat hién dé xem bang quy trinh va thong tin tom tat cla phat
Edit status Network contain

hién d6. Trong bang tém tat, xem thém théng tin vé phat hién. Cac théng tin hién thi thay déi theo loai phat hién

va tuy vao goéi dang ky Falcon

B Status

© Process

=" Workflows

@ Hash
B Fie

See full detection

@ Process actions

Network operations
Disk operations

DNS requests

Registry operations




Case #5: Endpoint Monitoring

Theo doi cac phat hién

3. Lam viéc qua phat hién endpoint

- Xem thém chi tiét vé mot phat hién:

+  Trong ch& do xem tém tat, nhap vao "See full detection " dé xem tat ca thong tin chi tiét vé phat hién. Xem thém chi tiét phat hién qua nhiéu ché& d6 xem:

Details: Thong tin chi tiét hon vé phat hién. Ché dé xem nay ciling bao gdm mot nhat ky trang thai cho phat hién.

Process table: Mot ché dé xem bang vé cac quy trinh lién quan dén phat hién, vdi quy trinh lién quan dau tién duwoc hién thi & dau bang. Tinh
chinh ché& d6 xem bang cach hién thj va an cac I&p. Ban c6 thé hién thj va an cha thich va bang tom tat.

Process tree: Mot ché d6 xem db thj vé cac quy trinh lién quan dén phat hién. Méi nat trong cay quy trinh dai dién cho mét quy trinh. Di chuét
qua hodc nhdp vao mét nat dé xem thém chi tiét. Tinh chinh ch& dé xem bang cach hién thj va dn cac I&p. Ban c6 thé hién thij va &n cha thich va
bang tom tat.

Events timeline: Mot danh sach tat ca cac su kién lién quan theo thi ty thoi gian.

y | Endpoint detections > Mar 1 Q search

Events timeline
WannaCry.exe

L
Detection - critical Actions -~

. Execution details
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